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MexgyHapoaHasa ctatuctuka (Verizon)

HaunHasa ¢ 2014 roga NnOCTOAHHbLIU POCT

yucna atak Ha BeG-npunoxeHus (35%) POS Intrusions
Web App Attacks

Insider Misuse

Physical Theft/Loss

Miscellaneous Errors
Crimeware
Card Skimmers

DoS Attacks

Cyber-espionage

Everything else

Verizon 2014 Data Breach Investigations Report
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YA3BMMOCTU MPUNOXEHNN — OCHOBHAA yrpos3a CeTeBoro nepmmeTpa

BekTopbl aTak Ansi npeoAoneHns ceTeBoro nepMmeTpa

2014

0% 20% 40% 60% 80% 100%

I CnoBapHbie Naponu I YA3BUMOCTY BEG-NPUNOXKEHNI l OTCyTCTBME aKTyaNbHbIX OOHOBNEHUN
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Poccunckas ctatuctuka (Positive Technologies) ;

B npoBeAeHHOM MccnegoBaHUM cpeaun pasnvyYHbIX oTpacnemn

\ 61% ya3BMMOCTEN BbICOKON KPUTUYHOCTHU

D® n

44% 28% 17%

lNpombIWwneHHOCTb OuHaHCb! 1 baHKK Opyrue

89% BEB-MPUNOXEHWUN BbINO YA3BUMO

B He o6Hapy»KeHo B pamKax pabot M YaA3BUMbI

JONA YA3BUMbIX
BEB-MPUTOXKEHUN

11% 89%
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[TpNYMHBI NOABNEHNST YA3BUMOCTEN B BED-NPUNOXKEHUAX

OcHoBHas npobrnema - OTcyTcTBME NpoueccoB 6e3onacHom pa3padoTku npunoxeHun (SDLC)

&

F Bo o

TUnNWUYHble Npobnembl

O

W
Yassumoctu OtcytcTBue Owwmbru npu Ycrapesuuee 10
MCXOAHOIO Koaa MeXaHW3MOB KOHOUrypupoBaHum
NPUNOXXEHWI 3alunThl
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AHanmns ya3BnMocTen — 4acTtb SDL

Microsoft Security Development Lifecycle

Training Design

= Core training = Define quality = Attack surface = Specify tools
gates/bug bar analysis « Enforce banned
= Analyze security = Threat Modeling functions
and privacy risk = Static analysis

i

Verification > Release

= Dynamic/Fuzz = Response plan
testing = Final security
= Verify threat review

models/attack = Release archive
surface

Cisco Secure Development Lifecycle
OpenSAMM (Software Assurance Maturity Model)
BSIMM

etc...
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AHanmns ya3BnMocTen — 4acTtb SDL

Ctangaptusaumsa SDL B Poccuu

OCT «3awwmta nHdpopmaumn. PaspaboTtka 6esonacHoro nporpaMmmHoro obecneveHma. ObLime
TpeboBaHUA»

pa3paboTka 1 NpUHATME cTaHaapTa paspaboTku NporpammMHOro obecneyeHus;
npoBefeHne CTaTU4YecKoro aHanuaa;

npoBeAeHne ANHaMUYeCcKoro aHanusa;

npoBeaAeHne TeCTUPOBaHMUA Ha NPOHUKHOBEHME U (Da33NHM-TECTUPOBAHUS;
aHanm3 ya3BMMOCTElN — CUCTeMaTUYECKUii MPOLLECC;

HeOGXO,EI,I/IMOCTb NCMNoJib30BaHNA MHCTPYMEHTAlIbHbIX CPEACTB.
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AHanmns ya3BnMocTen — 4acTtb SDL

Ctanpaptusauns SDL B Poccumn

TOCT P NCO/M3K TO 20004-2 «MHdopmaumnoHHaa TexHonorusi. Metoabl n cpeacrea obecneveHms
6esonacHocTu. [leTannsauns aHannaa ysa3BMMOCTEN NporpamMmMHoOro obecneyeHns B COOTBETCTBUM C
[OCT P MCO/M3K 15408 n TOCT P MCO/M3BK 18045. HacTb 2. TecTupoBaHue NMPOHUKHOBEHUSA»
cTaHgapT Ans ucnbltTaTenbHbiX nadopatopui;
He3aBUCUMBbIW aHann3 ysa3BuMocTen, HadynHaa ¢ OY[2;

pekoMeHgaunn K NCrosrib30BaHNKO MHCTPYMEHTAJIbHbIX CPEeOCTB.

OCT P 51624 «3awmTa nHcopmauum. ABTOMaTtn3MpoBaHHbIE CUCTEMbI B 3aLLULLIEHOM UCMNOSNHEHUM.
Ob6wue TpeboBaHUA»

cTaHaapT ans seHaopos, vbe 10 ncnonesyetca 8 'UC.
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UTOo Mbl XOTUM?

3HaTb 00 ysI3BMMOCTU MPUITOKEHNS HaBepHsIKa
A xenatenbHO — paHbLUe 3110YMbILLIEHHNKOB

NHCTpYyMEHTbI NpeaoTBpaLLEeHns aKCcnnyaTtauum yasBuMOCTEN NMPUNOXEHUS
A He TONbKO CpeacTBa 3alUnTbl CETU UNK cepBepa

3awmwaTb NPUNOXEHNe eLle OO Bbixoda UcnpaBneHmus

3awumaTtb oT aKcnyaTaunmn ewe He N3BECTHbIX YSA3BMMOCTEN

CoenaTb aHanms ya3BuMMOCTEN YacTbio rnpouecca pa3pabdoTku
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UeM paHblle — TeM nydlle 9

Cost of Defect Repair

Relative cost of defect repair depending upon when in the
Software Development Lifecycle the defect is found and fixed.

Design
g - Phases especially targeted by HP CATA (early in lifecycle, preventing mistakes)

I Phase targeted by security code analysis and applicable for HP CATA
(mid-lifecycle, detecting defects already in source code)

I m pl ementati on - Phases targeted by vulnerability scanning, penetration testing, and IV&V, yet also applicable for
security code analysis and HP CATA (later in lifecycle, detecting defects in run-time behavior)

Verification ?

Requirements Design/ Coding Testing Deployment/
. Phase Architecture Phase Phase Maintenance
Maintenance Phase Phase
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SAST vs DAST?

10

[1ntochl: - [ntocbl:
. Xopollee nokpbIiTHe (B TEOPUN) . Jlerko peanunsoBarTb;
Xopoluasi Npon3BoANTENBHOCTL (B . Jlerko BepundmumpoBaTb pesynbrar;
Teopun) . He 3aBucut ot
He TpebyeTca pa3sBepHyTOe s3blka/hpenmBopka/nnatdopmsbl.
npunoxeHune
MwuHycbl
MwuHycbl . [lnoxoe nokpbITHE;

CnoxHo peanusosatb Heobxoavmo pasBepHyToe NPUMNOXKeHNe

CnoxHo BepmduuMpoBaTb pesynbraThl (KOTOpOE, BEPOATHO, «yNnaaeT»);

3aBUCUT OT A3blka pa3paboTku - HeBo3moXxHO nepebpaTb BCe BapunaHThl.
«lMNpobrnema octaHoBa»
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SAST + DAST!

11

SAST + DAST = |IAST

Web Application Web Application Web Application

ESE Ko
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Export scanning results

Restart scanning

Scanning time

Files to scan
Detected vulnerabilities

Scanned files

Scan settings
Favorite vulnerabilities
Vulnerabilities in all files
- WebGoat
[ ==
[ database
I images
I javascript
[ lessons
I lesson_plans
I lesson_solutions
I META-IMNF
[ users
- WEB-INF
attachments
I dasses
[ lib
« server-config.wsdd
+  web.xml
« webgoat-class.prope
« webgoat-lab.propert
»~ webgoat-owasp.prof
« webgoat. properties
« webgoat_orade.sgl
» webgoat_sqlserver.s
~ main.jsp

« reportBug.jsp

Positive Technologies Application Inspector =

Scanning Projects
Vulnerabilities in all files T - SQL Injection
High vulnerability level.
Check vulnerability Confirm Reject
114 ResultSet results = statement.executeQuery(query);
D:\Examples\Webgoat2\webgoat_srchwebgoat_src\wWebGoat\WEB-INF\classes\org\owasp\webgoatilessons\BlindNumericSqlinjection.java Line 114
00:28:31 Function java.sgl.Statement.executeQuery(java.lang.String)
[t FCT fenmdotInrconmnt nombar—1 AN gleep(S) = 1 HTTP/1.1
- -
' 2 d " e, ¢ T, -t wemi! o wteth . of e ) \webgoat_src\WebGoat\WEB-INF\classes
L 114 Ko of rom oment, ot eueryl guery e oens

DIV xampiem\Webgoat] ..‘1('-_): 1 ' ‘;'.l!’-; L AAWeDGOA\WT D INF Classes \or g \owa o \wabooat' e O S ENMCTIoON Aavd | = statement.executeQuery{query);

104 Systemoout.onntind " Account s ICCouMNUMber

D\E ey fey ! Webgoat2! wed QOIt rowebooat s WebGoat\WESB INF\clossos\ i g\owasO\webooat\Jessons Baindsty ngsSg Inecon . lava

¢ ' R T " 'ty 1) et{s.getUserName()) I= null &8& Inew
> Y ot . onn Uy, Arvawes + I resanis. ge 2 0" 89 getUserMame()).isClosed(}
V. xXampile WD QoM \wabgoat rq DO srO\WebGOAt \WT - INT \ Cldsens \Of g \owaid wabooat Uassons ihnd sty R lNeCon. lava
False

| 1114 Resu £ TSRS = statement. et ed) Y ). ontext(}.getD. Driver())

D:VExampies\Webooats WebQoM Sy vwebho SrC\Webh GOt \WEB- INF Oasses\org\owaso \'web Vessons \BhiindSinngSag Ve

{DatabaseConnectionString{).contains

1009 paSsSwWORD "Pasaword False
i .

DV xampies \ Wegost 2 iwebgout rOWRDOOM  SrAA\WeDGOoM TWEL- 1IN\ dodses o 0 OwWaso \wabDooat asaon: dlengeiOroen Java

i ).get{s.getUserMame())} == null
B System. ottt OGO AN getl Commanet )+ trinl ) todowmCased) » ") 1e
D:VExampies \Weboo st \weboot src\webooat wr ’ o _omenandiniecthon )

sating user table " + Ealse
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AHanums3 KoHgurypauum

- AHanms KoHdgurypaumm

- YpoBHS cepBepa
(httpd.conf, server.xml ...)

- YpOBHS NpUNOXKEHNS
(.htapasswd, web.xml,
web.config...)

. Wcnonb3oBaHne
security best practice

. <session-config> <tracking-mode> COOKIE </tracking-mode> </session-config>

D:\Examples\Webgoat2\webgoat_src\webgoat_src\WebGoat\WEB- INF\web xmi

. <OITor-page> <emor-code>400 < /error-code> </error-page>

D:\Examples\Webgoat2\webgoat_src\webgoat_srd\WebGoat\WEB-INF\web xmi

. <session-config> <coolde-config> <sacure>true</secure> </cookie-config> </session-config>

D:\Examples\Webgoat2\webgoat_src\webgoat_src\WebGoat\WEB-INFiwed xml

<Security-constraint> <user-data-constraint> <transport-guarantee> CONFIDENTIAL </transport-guarantee
D:\Examples\Webgoat2\webgoat_src\webgoat_sr¢\WebGoat\WEB- INF\web.xmi

278 <session-timeout > 2880 < /session-timeout >
D:\Examples\Webgoat2\webgoat_sr\webgoat_src\WebGoat\WEB-INF\web xmi
Value: 2880

Recommended: 15

<session-config> <cookse-config> <http-only> true < /http-only> </ cookee-config> </session-config>
D:\Examples\Webgoat2\webgoat_src\webgoat_sr¢\WebGoat\WEB-INFiweb.xmi

The vuinerability exists in the file D:\Examples\Webgoat2\webgoat_src\webgoat_src\WebGoat\WEB-INF\web xmil

273
274
275
276
277

M

the timeout for a particular session dynamically by using
HttpSession. getMaxinactivelnterval(). >

<session-config>
<I-- 2 days ~>

< lesccinn confins

13
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AHann3 CTOPOHHMX KOMMNOHEHTOB

14

Fingerprinting
[ToncK yA3BMMOCTEN B CTOPOHHUX KOMIMOHEHTaX
JQuery
dpeiiMBOpKaXx 1 BUBNMOTEKAX D:\CMS\croogo-1.23.5\app\webroot\js\jguery\jguery.min.js

Open Source moaynsix (jQuery, YUI, ...) Vulnerable component

ESK,EI,Opr W MHCTPYMEHTb! High vulnerability level.
yoaneHHoro agaMmnHUCTpmpoBaHnA Confirm Reject
C”OCO6b| O6Hapy>KeHl/IF| Component 1Query
5 File D:\CMS\croogo-1.3.5\app\webroot\js\jguery\joguery. min.js
NHpopmauna o pannax (pasmep, ums...)
Xawwn dannos All JQuery version up to 1.6.3 are vulnerable to Cross-Site Scripting. The vulnerabili
occurs in location.hash function targeted to choose elements, that allows an attacke
YuacTku Koga conduct a remote attack via JavaScript or HTML code injection into a created tag.

. Resources with vulnerabilities
CoBmecTtumas ¢ CVE 6asa 3HaHuK _—
« CVE-2011-4969
Recommendations
Update the module up to the latest version from the vendor's site.
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ABTOMaTM4YeCKasi reHepaLus SKCNSIOMTOB

C:\WebServers\home\localhost\www\nist\945\hash_lod2.phps

25 <label for="username">Username:</label> <input type="text” name="username" v
C:\WebServers\home\locathost\www\nist\944\hash_lod1.php

41 <label for="username”>Username:</label> <input type="text” name="username" vz
C:\WebServers\home\locathost\wwwinist\946\hash_iod3.phps

41 <label for="username™>Usemame:</label> <input type="text” name="usermname" vz
C:\WebServers\home\locathost\wwwinist\947\hash_lod4.phps

19 uniqid(rand()
C:\WebServers\homeljocalhost\wwwinist\946\hash_lod3.phps

19 mdS
C:\WebServersihome\localhost\www\nist\946\hash_lod3.phps

l 12 indude ($_GET'q) . “inc’);
C:\WebServers\home\locathost\www\nist\948\file_lod0.php

14 inchude ($fName);
C:\WebServers\home\locaihost\www\nist\949\file_lod1.php

4 $apacheres = apache_lookup_un($fName);
C:\WebServers\home\locaihost\wwwinist\950\file_lod2.php

sinerability exists in the file C:\WebServers\home\localhost\www\nist\948\file_lod0.php

<htmi>

<head>

<titie>Remote File Inclusion</title>

</head>

<body>
<h1>Remote File Inclusion</h1>
This is a link for the scanners: <3 href="2q=file">here</a><br />
<hi>Content:</h1>

'(lf (isset($_GET['q]))

<?php

}
else

POVIONE S O S PSP N

Check vulnerability Confirm
Vulnerability check - oIEl
bl 2q=%2F..%2F..
Vulnerability check HTTPILA

http://localhost/nist Ity
GET /948/file_lod0.php?q=9%2F..%2F..962F..%2F..%2F..9%2F..%2F..%2F.. 9% 2Fet (3% 2Fpasswd600 HTTP/1.1 sy . X
Host: localhost aalhost\wwwin
Accept-Encoding: identity nc');

Browser  HTML code

Remote File Inclusion

This is a link for the scanners: here

Content:

rootx0:0xootroot/bin'bash bin:x:1:1:bin-'bin:/sbin/nologin daemon=x:2:2:daemon:/sbin-/sbin/nologin
admx:3:4:adm:var/adm:/sbin‘nologin Ipx:4:7Ip-var/spoollpd-/sbin‘nologin syncx:5:0:sync/sbin-bin'sync C:\WebServers)
shutdownx:6:0:shutdown:/sbin-/sbin/shutdown halt~x:7:0-halt-/sbin”/sbin‘halt

mailx:8:12:mail var/spool‘'mail/sbin‘nologin uncpx:10:14ucp:var/spool uucp/sbin/nologin
operatorx:11:0:operator-’root./sbin/nologin gamesx:12:100:games:/usr/games/sbin/nologin
gopherx:13:30:gopher-/var/gopher-/sbin‘nologin fipx:14:50.F TP User-var/ftp:/sbin‘nologin
nobodyx:99:99:Nobody-//sbin‘nologn vesax:69:69virtual console memory owner:/dev-/sbin/nologin
saslauthx:499:76:"Saslauthd user"-var/empty/saslauth-/sbin/nologin postfixx:89:89:/var/spool postfix:'sbin'nologin
sshdx:74:74: Privilege-separated SSH:/var/empty/sshd-/sbin‘'nologin
apachex:48:48:Apache/var/www/sbin'nologin ntp=x:38:38/etc/ntp-/sbin/nologin mysqlx:27:27-MySQL
Servervar/ib/'mysql/bin'bash rtx:500:500:/home /st bin'bash

15
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3allmTta oT aKcnnyaraunum ya3BuMMOCTEN

Mpoekt "DEMO”
3anyrrvm= (KaHWpOBaHWE 3aHOBO
MpoBepuTL yA3BMMOCTH -

OTYeT 0 pesy/bTaTax CKaHNPOBaHNA =

[laTa ckaHWpoBaHuA 10.02.2016 10:46:31

BpeMa CKaHWpPOBaHKMA 00:07:42
HaligeHo yRasuMocTeil 59
MpockakuposaHo dainos 36

MapamMeTphl CKEHUPOBaHUA
M36paHHble YA3BUMOCTH
Bce yssBuMoCTH 59
AHaNU3 NCXOJHOMO KOAa 59
YA38MMOCTH MO aiinaM W nankam:
4 lego_short
[ cfg
! core
! includes
v languages
.htaccess
access_admin.php
admin.php
banner.php
change.log
index.php
poll.php
robot.txt

Ysizs|

15/
158
159
160
161
162
163

165
166
167
168
169
170
171
172
173
174
175
176
177

Positive Technologies Application Inspector

Bce ynsauMocTH Y ": Q

167 <td><input type="text" name="banner_x" value="<?php echo $hanner_x; 2>" style="width: 50px" /> x <input type="text" name="banner_y" value="<?php echo $...
C:\sources\lego_short\banner.php

E{ C\Users\migolovanov\Application Inspector Reports\DEMO - 10.02.2016 15-08-51\afreport.xml - Notepad++

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?

cHHERGR|I4 D seian|ax B ET ERER IO NEE xavEg

- o
Pe3ynkTaTLl CKaHMPoBaHUA 10 des 10:46 TpoeKTsl O nporpamMe
MexcaliToBO€ BhINO/IHEHHUE ClieHapHes
YAZBHAMOCTE CPEMIHETD YPOBHA
TpOBEpPUTL YA3BUMOCTL TMoATBEPANTL OnpoBeprHyTs
Crpoka 167
m—
hp HTTP/L.1
X M10
lg: identity

se
application/x-www-form-urlencoded
183

%3E%3C%2Ftable%3E%3C%2Fform%3E%3C%2Fdivie
Ealert%281%29%3C%2Fscript%3E

_short\banner.php

e="text" name="banner_x" value="<?php echo
style="width: 50px" /> x <input type="text"

| y" value="<7php echo $banner_y; 7>" style="width:

guire('C:\sources\lego_short\banner.php")

a("C:\sources\lego_short\cfg\connect.inc.php’)

e('C:\sources\lego_short\cfg\tables.inc.php’)

\sources\lego_short\indudes'\database\mysgl.php")

2('C:\sources\lego_short\cfg\general.inc.php’)

Eafreportm\ml
1 <?xml version="1.0" encoding="utf-8"?> @
2 <report>
& <vuln>
4 <path>/banner.php</path>
3 <params>
6 H <param vulnerable="true">
7 <name>barmer_x< /name>
8 <src>REQUEST POST ARGS< /src>
9 <payload>"&agt;&lt;/tablesagt;s&lt;/formagt;&lt; /divagt;alt;scriptagt;alert(1)&lt;/scriptsagt;
</payload>
10 o <dependencies>
11 <dependency>%3C</dependency>
12 <dependency>%3E</dependency>
13 <dependency>%2F</dependency>
14 <dependency>%22</dependency>
15 <dependency>%28</dependency>
16 <dependency>%29</dependency>
17 - </dependencies>
B </param>
BN </params>
20 <entry>C:\sources\lego_short\banner.php</entry>
21 <type>Cross-site Scripting</type>
22 <function»echo</function>
23 <file>C: \sources\lego_short\banner. php</file>
24 <lineno>»167</lineno> v
e¥tensible Markup Language file length: 31261 lines: 787 Ln:1 Col:1 Sel:0|0 Dos\Windows UTF-2-BOM INS

u
<td style="width: 185px;">Pazmep:</td>

<td><input type="text" name="banner_x" value="<?php echo $banner_x; ?>" style="width: 50px" /> x <input type="text" name="banner_y" value="<?php echo $banner_y; ?>" styli

<td>&nbsp;</td>
<td>8nbsp; </td>
<ftr>
<tr>
<td>Liget QoHa: <b>#</b></td>
<td><input type="text" name="banner_bg" value="<?php echo $banner_bg; ?>" style="width: 119px" /></td>
<td>8&nbsp;</td>
<td>8&nbsp;</td>
<ftr>
<tr>

wequire('C:\sources\lego_short\cfg\functions.php")

preg_match(/~5\\./", mysql_get_server_info(mysg|_connect
(localhost, ‘root’, "))

True False
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PT Application Inspector 17

AKUEHT Ha oBbHapyXeHUn ya3BMMOCTEN, a He Ha npobnemax ¢ odoopMneHnem
Pexnm “bonbwon KpacHon KHonku”

PeweHne kak ansa komanabl pa3paboTku, Tak n ans komaHabl b

Hanunuune paboyero npnnoxeHma He obasatensHO

MuHUManbHOE KONMMYECTBO JTOXHbIX cpabaTbiBaHUN

ABTOMaTU4YeCKasi reHepaunst dKCnrionToB

ABTOMaTU4YecKas reHepaunsa npasun unsTpaumnm
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Cnacunoo!
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