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OCHOBHbIe NPOAYKTHI

Cuctembl XpaHeHUA [daHHbIX
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AcneKTbl 6e30MnacHOCTU
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Folguto

[lPOHNKHOBEHNE BHYTPb CeTH
Kpaka naponen n gaHHbIX
LT i = BpenoHocHoe 1O
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Y10 menatot 06bIYHO?

1. 3anpeTnTb yOanéHHbIN OCTYN K pecypcam

2. lcnonb3oBaTtb cneuunanbHblie KpUnTo3allULLEHHDbIE
KaHasbl C YCTONYMBbIMU K B3/IOMY NapOoiaAMu,
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Auth.AS

B cnucteme ncnonb3yoTcAa Naponu:

+  O[IHOpAa30Bble (MepemMeHHble)
. FTeHepunpyrTCcA aBTOHOMHO
(6e3 mobunbHon cetn n IHTepHeT)
. MeloLmne KOpPOoTKUM nepuoa 0encTBuA

G fedlaee




RCNTEC

ANropuTtMmbl reHepaunmn naponen

HOTP (HMAC-Based One-Time Password algorithm) -
Ha OCHOBE pa3fenAemMoro CEKPETHOro Kirua
He3aBUCUMbIX OT BpeMeHn cHETUYMKOB (RFC4226)

TOTP (Time-Based One-Time Password algorithm) -
Ha OCHOBE pPa3aenaeMoro CEKPETHOro Kva n
3aBUCUMOCTIU OT BpemeHun BblumnciieHna (RFC6238). B
Hallen cncteme NCrosiblyeTcAa BpeMeHHOW NHTepBan B
30 cekyHp ANnA reHepayuy nepemMmeHHbIX naponen.
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OCHOBHbIe NPUHLUMNMbI

1. besonacHoCTb
2. MacwtabupyemocTb 1 OTKa30yCTOMYNBOCTb

3. Yno6cTtBO, GYHKLMOHANbHOCTb 1 NPOCTOTA
3KCNyaTauun
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MHTeppenc

1

f Available on the
D App Store
} Google play

My Download from

a Windows Store

4

auth.as TokeH

RCNTEC, LLC bBwu3nec
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MHTeppenc

YBaxaembl¥ nonb3oesartenp!

Balwa nepcoHanbHaA cCbinKka aAnAa co3gaHmAa QR-Koaa:
console.auth.as/api/v1.0/qr?hash=aed2e7692e20f74bbb87bcl2ba37789a9434c83b

Obpawaem Balwe BHUMaHWE, YTO CPOK AEWCTBMA CCbINKKM MCTekaeT 25.09.2015 8 13:16:44.




NHTepdpenc

[lonb3oBaTenb 3axoauT Mo
CCbI/IKE HA CTPaHWLYY C KPAaTKON [ o
MHCTpYyKuuen n QR-kogom,
coaepKallm MMEHHO ero -
HaCTPOWKK aocTyna (Knou [
LUINPPOBAHNA, aKKAYHT —

3a[1at0TCA AAMNHNCTPATOPOM).

§ Coxpasen mxctpolax rpaiosmso )
COXpaHmTL

Moxere DomIoRInICE MRRIOANSIN
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NHTeppenc

BeseauTe cBoOM naponb
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auth.as: TOKeH
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OcobeHHOCTI

[TonHUKMN «A0CTaTOYHOCTUN AAHHbIX»
TrueOTP
CucTtema HaCTPOWKK 1 3aUTbl MOOUABHbIX
NPUNOXKEHNI

- TimeSuperSync

- benble cNNCKM NCTOYHNKOB 3anpoCoB
LazySync
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