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Uto Takoe BIOS n UEFI?

BIOS (basic input/output system) / UEFI (Unified Extensible Firmware Interface) —
NHTEepdenc mexay onepaunoHHON CUCTEMON N MUKpPONporpaMmmamu,
yrnpaBnarLLMMnU HU3KOYPOBHEBLIMU OYHKUMAMU 0bopyaoBaHus (MK, MOOUNbHbIX
YCTPOWCTB, CETEBOIo 000pyaoBaHUS U T.M.)

OCHOBHOE npegHasHavYeHne — KOpPEKTHAsS HMLUManM3aums obopyagosaHus npu
BKITIOYEHUN CUCTEMBI N NMepeaada ynpaBneHus 3arpy3dnky onepaumuoHHOW CUCTEMBI
(MS Windows, Linux, Cisco IOS un 1.n.)

UEFI npeaHasHa4veH ansa 3ameHbl «yctapeswen» BIOS
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UTo nnoxoro moxHo caenatb c/vepes BIOS/UEFI?

MOHUTOPWUHT OTKnoveHne
aKTUBHOCTM Ha nnm obxon
YCTpPOUCTBE 3aluThbl

[lepexBart OTka3 B

ynpaBlieHnd O6CJ'Iy)KI/IBaHI/II/I
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Kak 3To MOXXHO caenatb?

YcTaHOBKa 1 3anycK Bpe4oHOCHOro koga
CwmeHa nopgagka 3arpy3ku OC nnm HeBo3MOXHOCTb 3arpy3ku OC

[TlepexBaT gaHHbIX (Hanpumep, napons BIOS)

MaHunnynaums unv nopya nepeMeHHbIX, npoueayp, permcTpos, obracten namaTn u
T.N. B KOMNoHeHTax BIOS / UEFI

3anpet nogcMcTemMbl 3aLlUnTbl UM 00Xx04 3aLUMLLLEHHOW 3arpy3Kku (secure boot)

Kpaxka kpuntorpadpunyeckmnx Kroven n ceptmdukaTos
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[ 0e 9ToO MOXHO caenaTtb?

SPI Flash
DIMM SPD
HacTtpownku
SIOSUEFT BIOS/UEFI  smraw
T.N.)
DXE TPM
SMI
Handlers
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npaBnsaTb BCEM, YTO Mbl 3H




3 noaxoda K MooennpoBaHUIo yrpo3
OpuneHTNpoBaHHLIN Ha 0O0bLEKTHI 3aLLUTLI (asset centric)
OpueHTupoBaHHLIN Ha HapywuTend (attacker centric)

OpuneHTupoBaHHbLIN Ha an3anH (software centric, defense centric)
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OpueHTaumst Ha 00bEKTbI 3aLUUTbI

ObObekT 3dlLNTbl — 3J1IEMEHTbLI CUCTEMbI, KOTOPbIE Tpe6y+0T 3allnThbl OT
HEKOPPEKTHOIO NJin HeCaHKUMOHNPOBAHHOIO NCMNOJ1b30BaHUA

[MporpammMmHoe obecnevyeHne, KOMMNbITEPLI, CETEBOE 0D0OPYyOOBaHME, CEFMEHT CETU, MHGOPMaLIMOHHAas
cuctema, BIOS n 1.n.

Ecnn paccmatpusath BIOS B KauecTBe aHannM3npyemou C TOUKU 3PEHUS Yyrpo3
CUCTEMbI, TO 00beKkTaMm 3anTbl OyayT ABNATLCA

Flash

TPM (Trusted Platform Module)

NVRAM (Non-volatile random-access memory)

SMM (System Management Mode)

SMI (System Management Interrupt)

GPIO (general-purpose input/output)

Opansepa DXE (Driver Execution Environment)

N opyrue
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Ctpyktypa UEFI (kak obbekTa 3awuTbl)

OnepaumoHHasa cuctema

MpexHnA : !
3arpysymk 3arpy3suuk OC B UEFI ! :
OoC ' UEFIAPI
Opyrve | :
SMBIOS 3arpysouHbie Runtime- o :
ACPI cepsucbl UEFI || cepsucel UEFI
an Ay
A Firmware nnatdopmsl

AnnapaTtHoe obecne4vyeHne
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[TIpouecc 3arpy3ku yctpomnctea (MHPpOpMaLIMOHHLIE

) . UEFI
 Interface
> ; OS-Absent
Verifier
N / App
S Q)
-‘E m Transient OS
Q N Device, Environment
Bus, or ()
N Board Service Transient OS
Init Driver Boot Loader
EFI Driver Boot
Dispatcher Manager
. —>
C Services
Security Pre EFI Dliizver_ Executi?n Bcs),0t| D?V Transient Run Time After
(SEC) | Initialization vironmen R System Load (RT) Life
(PEI) (DA (BDS) (TSL) (AL)
BkntoveHne—>[ . . MHnuymanmsauma yctpomnctea. .| —>[.... 3arpyska OS. .. . ] OcTtaHoB
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B3rngan Ha UEFI ¢ Toukn 3peHns obbekTa 3aLumThbl

WHEA ACFPI
SMEBIOS

Memaoary CPLU
Init

PCl Scan

Backdoor
Enablem
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B3rngan Ha UEFI ¢ Toukn 3peHns obbekTa 3amuThbl

OO1BbekKT 3aWumThl ATaka

Flash CTepeTb, 3anyCTUTb BPEe4OHOCHbLIN KO, A4OCTYMN Ha 3arnmcb
GPIO Manunynauma GPIO B npouecce ncnonHeHus

DIMM SPD MaHunynaumsa/nopya gaHHbIX B Mukpocxeme SPD Ha mogynsax namsatu
3rd firmware 1 OPROM [MepexsaTt (hooking) cepsucos BIOS n UEFI

Hpanesepa DXE N3meHeHne apaneepoB unu npunoxenmn UEFI

WHEA [MepenonHeHue region FLASH

TPM Mannnynsauua PCR

[MlepemeHHble NVRAM [MepenonHeHue nnu nopya pernoHa NVRAM

SMM [lepeBog BbizoBoB SMM Ha gpyrue ykasatenu

SMI SW SMI moxeT ncnoptntb BIOS, oTkas B obcnyxnsaHmm
dann BIOS Capsule Mopgpenka cdanna Capsule ans BHeapeHUs COBCTBEHHOroO Koaa
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OpueHTauus Ha HapyLUUTens

HapywwuTtenb — nnuo, KoTopoe cnocobHO HEKOPPEKTHO NN HECAHKLUMOHUPOBAHHO
NCMNOJ1Ib30BATh 3aLllinLaeMyo CUCTEMY
CoTpyaHuk, xakep, OIl, cneucnyx6bl, rocygapcTea u T.0.

Ecnn paccmaTtpuBath BIOS B kKauecTBe aHanM3npyeMoun ¢ TOYKU 3PEHUS YIpo3
CUCTEMBbI, TO HApyLUNTENsaMn byayT ABNATbLCA, HANPUMep

[MpounsBogutenmn

Xakepbl

Cneucnyxobl

N opyrue

[OaHHbI noaxon akTueHO ucnonbdyet PCb npu cepTndunkaumm cpeacTs

Kpuntorpaguyeckon 3allnThbl
TpeboBaHus ycTaHaBnMBalTCA Ucxoas He n3 obbekTa 3awmnTbl (CK3W), a BO3MOXHOCTEN HapyLUMTENS

15
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B0O3MOXHOCTWN HapyLwnuTena

* [y6okoe noHnMmaHne paboTbl
UEFI, ncnonb3oBaHune
C rne L'.C-n y>K6 bl annapaTHbIX U NPOrpaMMHbIX

3aKnagok

* BkntoyeHne 3aknagok B

I_I pO|/|3BO.EI| NTEIb npouecce paspaboTku unu

NPON3BOACTBA (KOHTPareHThbl)

* [MoHnmaHue pabotbl UEFI n

Xa Ke p pa3paboTka cobCTBEHHOro
©a30BOro MHCTPYMeHTapus

* ilcnonb3oBaHue

COpr.EI' HNK VHCTPYMEHTOB, JOCTYMHbIX B

NHTepHeT
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B3rnan Ha UEFI ¢ To4ku 3peHna HapyLlmnTensd

CoTpyAaHuK

Xakep

NMpounssoaurtens /

Penaktop BIOS

[eHepaTOop SMI

cneucnyxobl

Acnonb3oBaHWe PYyTKNTOB U
OyTKMTOB

Banomuwuk naponeun BIOS

3amMeHeHne HacTpoeK perncTpoB
MSR

N3meHeHne permcTtpoB memmap

BIOSMD, Unicore BIOS Wizard

3anucb 6eCCMbICNEHHbIX AaHHbIX
B NVRAM

Moagundomkaums MSR

UniFlash MaHunynauma SMi

NVRAM Tool Ncnonb3oBaHne EDK API

amiutilities [unsaccembnep ASL ans
ACPI/ASL/AML

CkpunT yoaneHue nepeMeHHbIX
UEFI

Komangb! IPMI gna nepexonas
PEXNM OTIagKn

Ytunutel pabotsl ¢ PCI-E

© Cisco n(um) ee apdumpopannbie nuia, 2014 r. Bee npasa 3aumieHbl.
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OpwveHTauust Ha an3aviH

MeToa, 0ObI4YHO MCNONb3yeMbIV NP MOAENMPOBAHNM YTIPO3 ANA NPOorpamMmmHoro
obecneyvyeHus, N onuparoLnncsa Ha aHanma cnadbix MeCT, rpaHuL, TOYEK BXoaa,
nHtepdgencos ana MO

ObbIYHO Ucnosnb3yeTtcs paspadboTymnkamm 10O
Hanpumep, Microsoft, Cisco, EMC n gpyrumu

B ocHoBy 00bI4HO nonoxeHa mogens STRIDE, npeanoxeHHaa Microsoft (He
paboTaeT Anga HOBbIX U K TBOPYECKUX» YIPO3)

Spoofing (nogmeHa)

Tampering (MCKa)keHne OaHHbIX)

Repudiation (oTka3 oT aBTOpPCTBA)

Information disclosure (packpbiTne nHopmaunn)
Denial of Service (oTka3 B obcnyxnsaHmn)
Elevation of privilege (noBbilLeHMe NpuUBUNErnin)
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B3rnag Ha UEFI ¢ Toukn 3peHna ansamnHa

Spoofing

Tampering

Repudiation

Information
disclosure

Denial of
service

Elevation of
privilige

MacknpoBka nop, Mopya NVRAM Heknapauusa, Ho He | Maponu BIOS BeckoHeuYHbIN umMKn | PyTKUTLI/OYTKNTBI
agMunHucTpaTopa yoaneHue SMI Anga CKpbITUSA
3arpy304HbIX Bpe4oHOCHOro Koaa
nepemMeHHbIX
Mcnonb3oBaHue MNopua MaHunynauus Jlorn BIOS YctaHoBKM Tamepa | KOHTpOsbHbIE
YTUIIUTBI HACTPOUKM | cepTUdUKaTOB 3arpyskou yepes IPMI cymmbl SMRAM
BIOS ans
N3MEHEHMUS
nonb3oBaTens
MaHunynauusa OuuncTtka knroyen lNepemeHHble UEFI [NpenoTBpaweHune Ykaszatenu APl UEFI
OaHHbIMKU Ha Flash TPM 3arpysku
MaHunynsuus/moan MocnepoBatensHoc | Manunynsaumm c MepexsaTt ROM
drkaums Tb 3arpysku TPM
XpaHunuwa
naponeu

Taonuubl ACPI

Packpbitne
cogepxumoro Flash
BIOS
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A ganblie To YTto?
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YTto nanbLue?

[TpnopuTesauuna yrpos 3aBMCcUT OT Npuoputesaumnm ob6bLEKTOB
3awunTbl/HapywuTenen/koMmnoHeHToB 1O no BO3MOXHOMY HAHOCUMOMY YLLIEPOY

Ywepb MOXeT MMETb pasHyto hopMy, 3aBUCSILLYIO OT MacluTaba obbekTa

Hanpumep, noteps aosepus, yaap no penyTtaumm, OTBETCTBEHHOCTb Nepe] 3akoHOM, yrpo3a nepcoHana,
brHaHCcoBbIE NOTEPU, NPUHATME HEMNPAaBUIbHbLIX PELLEHMIA, OOMaH, NpepbiBaHNE KOMMEPYECKUX Ornepauni
NN TEXHOMNOIMYECKMX MPOLIECCOB, HECMOCOOHOCTL BbINONTHUTL NOCTaBMEHHbIE 3a4a4u,
HEKOHTPONMpyeMble AENCTBUSA, NOTEPS yNpaBneHns u T.1.

OT BbICOKOYPOBHEBbBIX YrpO3 (TUNOB Yrpo3) K HU3KOYPOBHEBLIM aTakaMm, KOTopble
MOryT ObITb OnpeaeneHbl Yepes AepeBo aTak unm oubnnoTeky (baHK AaHHbIX) aTak

B o6s3aTenbHOM nopsiake Heobxoauma cxema/kapTa 3almiLaeMon CUCTEMbI

NoeanbHO, ecnn npouecc MoaenMpoBaHust yrpo3s byaet 6asnpoBaTtbcsi Ha cpeacTBax
aBTOMaTm3aumun, obnerdaroLmx npouecc Bbibopa akTyanbHbIX Yrpo3 (M3 baHka
OaHHbIX UM OepeBa aTak)

21
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] [
Cisco ThreatBuilder — cpenctBo aBTOMaTn3auum B pamkax C
4| [Cotogrom > avibwres ey rever | (1] [B][0][#] || | 4
Overview Panel = | ThreatList Total Threats: 94 Threat Detail
Group By : Threat Name ] [ Sort By: Potential Impact I Threat: |4l
» (11 Attack through Shared Data A | Directory Indexing .
: . . ‘ Potential Impact:
> L Audit Log Manipulation Diagram Element: Directory Indexing Group -
» (] Client-Server Protocol Manipulation Description: (Details...) I Very High l M l
e —— » [ Cryptanalysis An adversary crafts a request to a target that results in the target listing/indexing the | | Applicability:
content of a directory as output. One common method of triggering directory Valid Threat v
> [ Data Leakage Attacks contents as output is to construct a request containing a pa: that terminates in a [_ l l
» (] Deceptive Interactions directory name rather than a file name since many app‘.<ations are configured to Completeness:
provide a list of the directory's contents when such a request is received. An l —
'@Dinnowh‘d.xing mdesmvrmuns e vamn slais n ' oban i P SR PRI | IRURE JRY T Mitigated ] o l
> Directory Indexing LIRS * ] validated
diagram Element : Sub Process 1{ Suggested Mitigations PSB Correlation Rec omuns\ee:iati on Add To Model
/ \ . Prevent .htaccess in Apache Mandatory E A
Directory Indexing 2. Preventing with htaccess in Apache web server:
diagram Element : Sub Process 2|” In htaccess, write "Options-indexes'.
> Embedding Scripts in Nonscri| Suppress Error Messages Mandatory ™
rn Sub Process 1 3. Suppressing error messages: using error 403
. "Forbidden" message exactly like error 404 "Not -
L sub Process 2 » (] Expanding Control over the Of; Found" message.
the Database
I Process Use blank index.html Recommended ™
> Exploim(ion of Privilege/'rrus‘ 1. Using blank index.html: putting blank index.html |
In Storage > simply prevent directory listings from displaying to v
\ 9 » (1 Exploitation of Session Variabl User
— other Trusted Credentials User Defined Mitigations PSB Correlati Rec . Add To Model
\ Storage > Exploiting Multiple In In Custom Mitigation 1 Mandatory ™ [A]
L storag &9 Exploiting Multiple Input Intey . Fulfils the requirements of SEC-TST-112233
¥ [ External Entity (1) » (1 File Manipulation
] Clients » (] Forced Deadlock
v (9 Group (1) » (1 Fuzzing u
) Trust Boundary » (1 Hijacking a privileged process
v [ Process (3) » (1 Injection (Injecting Control Pla -
TE— the Data Plane) 3
- = Lifting credential(s)kax Add Custom Mitigation Cancel
L] Main Process client distribution \\‘ W ciirectory listings from displaying to site visitors.
Sub Process 1 e
4 » (] Lifting signing ke| -
production envir
» (] MIME Conversion|
[+ (-] v
< [I»]
© Cisco u(umm) ee adduimpoannsie nula, ZUTH T BCE NpaBa sa i ATC BT

22



3

Hmﬂo, N Bac Hay4YMm Mg;genwposin yrd33b|
=




bnarogapto Al
CISCO
3a BHMMaHue



