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NEPEYEHb MU3MEHEHUWU, KOTOPbIE BHOCATCSA B TPEBOBAHUSA O 3ALLUUTE

WH®OPMALUWU, HE COCTABNAIOLIEN FOCYOAPCTBEHHYIO TAUHY,
COOEPXALLEUCSA B rOCYOAPCTBEHHbIX MHOOPMALIMOHHbLIX CUCTEMAX,
YTBEPXAOEHHbIE NMPUKA3OM ®CTIK POCCUN OT 11 PEBPAJIA 2013 r. Ne 17

OnpepgeneHue yrpo3s

OnpepneneHne yrpo3 6e3onacHOCTHU
Ge3onacHOCTU Ha cTaguun

uHpopmauum — Ha cTagum paspaboTKu

¢opmupoBaHus |:>
Tpe6oBaHNiA cucTeMbl 3aWmnTbl MHOPMaLnn
P:;faa:v'a;abdaziﬁ';'_e JobaBnsetrca 5 HOBbLIX AOKYMEHTOB,
DaCNOPAANTENLHBIE |:> onpepenaAwOwWMX nNpasuna v npoueanypbl
[OKYMEHTb! (nonnTUKK) 3aWmMTbI MHOPMaLUU
Knacchl YcTaHaBnuBaeTcs 3 Knacca
3aluLleHHOoCTH |:> 3aLLMLLIEHHOCTU MHPOPMALMOHHON CUCTEMB
"H(b%a“c”?:;;””o” (CaMblii HU3KUIA — 3, CaMblii BLICOKUIA - 1)
CocTaB Mep 3almThl AJononHaeTca 9 HOBbIMM FpynnamMu mep
UHhopMaLmm CoCTaB Mep 3alunTbl MHOpMaL K




COCTAB MEP 3ALINTbI UH®OPMALIUA B

rOCYOAPCTBEHHbIX MHPOPMALIMOHHBLIX CUCTEMAX

NaeHTudurkauma n ayteHTudmnkaumo cybbLektos
Aoctyna n o6beKToB JocTyna

YnpasneHue JOCTYNoM CyObEKTOB JOCTyNa K
obbekTam goctyna

OrpaHun4eHne nporpaMMHON cpeapl

3aluTa MalluHHBIX HocuTenen nHdopMaLmm

Pernctpaumnsa cobbituin 6esonacHocTn

AHTMBMpPYCHasA 3awmTa

O6HapyxeHune (NpenoTBpaLLEeHME) BTOPXKEHNN
KoHTponb (aHanus) sawmnweHHOCT nHopmaumm

LienocTHOCTbL MH(POPMALIMOHHOM CUCTEMbI U

MHJOpMaLUK
—
—

[ocTynHoCTb MHbopMaLm

3awmTy cpeabl BUpTYanusaumm

|

38LLI,I/ITa TEXHNYECKUX CPEOCTB

—

3awmta MHPOPMaLMOHHON CUCTEMbI, €€
CpeacTB, CUCTEM CBA3U N Nepeaayun AaHHbIX

YnpaBneHue notokamu nHdopmaumm

3awuTta nHdopmaumm
NPX UCNONb30BaHUN MOOUNbHbIX
YCTPOWUCTB

Be3onacHas pa3paboTka
nporpaMmmMHoOro odecne4yeHus

YnpaBneHne o6HOBMeHNAMMU
nporpaMmmMHoOro odecrne4yeHus

NnaHnpoBaHne meponpuATUN NO

obecneyeHuto 3aWUTbl MHopmaumm

UHdopmupoBaHue n odbyyeHue nepcoHana
J

AHanus yrpo3 6e3onacHocTH
uHdopmauum U pUCKoB
OT UX peanu3auuu

BbisiBNneHMe MHUUOEHTOB
W pearMpoBaHue Ha HUX

YnpaBneHue KoHcurypauuen
MHhOPMaLLMOHHON CUCTEMbI
M ee CUCTeMbl 3almnTbl MH(popmaunn




COOTBETCTBMUE KIIACCA SALLUMLLIEHHOCTW
WHOOPMALMOHHON CUCTEMbI U KNACCA 3ALLUTbI C3U

Knacc 3awmiweHHoCcTHn

MHdopmaumoHHas
\ cuctema / WHchopMaLUOHHON

CucTemMbli

B nHdopmMaLMOHHBLIX CUCTEMAX BCEX KNacCoB 3alULLEeHHOCTH
NMPUMEHAIOTCA CpeacTBa 3aWmnTbl MH(poOpMaUUKU, NporpaMmmMHoOe

obecneyeHme KOTOPbIX NPOLLIIO NPOBEPKY He Huxe Yem no 4 ypoBHio
KOHTPOISA OTCYTCTBUA HeAeKnapupoBaHHbIX BO3MOXHOCTEMN




AHANN3 YA3BUMOCTEUN UHOOPMALIMOHHOWN CUCTEMbI 5

AHanus ysasBmMMmocTen

npoBoAUTCA Ha 3Tanax

4 h 4 Y

BHeapeHusa cuctembl ATtTectauuun
3awuTbl MHpopmaLuum MHPOPMaALMOHHON CUCTEMBI

- /. 4

B coomeemcmeuu ¢ nyHkmamu 14.3, 16.6 u 17.1 Tpeb6oeaHuii o 3awume A

uUHghopmayuu , He cocmasJisiroujell 2ocydapcmeeHHyr0 malHy, codepkaujelcs 6
2ocydapcmeeHHbIX UHGhOPMayUOHHbIX cucmemMax, ymeep>KOeHHbIX MPUKa3om

®CTIK Poccuu om 11 cheepansi 2013 2. Ne 17 /




Tpe6oBaHUA K Mepam 3awWmnTbl MUHOPMaLMK B (6
rocyAapcTBeHHbIX MH(POPMaLMOHHbIX CUCTEMAX

IIpuka3z ®CTIK Poccuu ot 14 mapra 2014 . Ne 31

«O0 yTBepxkaeHurn TpeboBaHU K 00€CIIEYSHUIO 3aIUThI
HH(pOpPMAIlUM B aBTOMATU3UPOBAHHBIX CUCTEMAX YIPABJICHUS
MIPOU3BOICTBEHHBIMH M TEXHOJIOTHYECKUMM IIPOIIECCaMU Ha

KPUTUYECKH BAKHBIX 00BbEKTAX, MOTCHIMAIBHO OMACHBIX

00BbEKTaX, a TAKKE 00bEKTAaX, MPEACTABISIOUINX MOBBIIICHHYIO
OTIACHOCTH IS )KU3HU U 3JI0POBBS JIONECH U JJI1 OKPYKAOIIEH
MIPUPOTHOU CPEIBI»

-

Mepbl 3dlinNTbl B aBTOMaTU3nNpoBaHHbIX CUCTEMaAX ynpaBrneHus
npon3soacTtBéHHbIMU U TEXHOJTIOTMYEeCKMMU nporeccamMum Ha
KPUTN4YEeCKHMN BaXHbIX O6'beKTaX, NOTEeHUNAJNIbHO ONMAaCHbIX
06'b9KTaX, d TaKXxe 06'beKTaX, npeacraBnAOLWLUNX NOBbLILWLWEHHYHO
OnaCHOCTb AJiA XXU3HU N 3A0POBbA noaen v gns oxpymarou.l,eﬁ

K npupoaHoun cpeabl




HOBbIE OOKYMEHTDI
HALUUOHANBbHOWU CUCTEMbI CTAHOAPTU3ALIUU

YTBEPXOEHbI
POCCTAHOAPTOM

FOCT P 56546-2015 «3awuta
MHdOOpMaLnW. Ya3BnumocTtu
MHJOPMaLIMOHHBIX cuctem.
Knaccudukauymsa yA3BUMOCTEN
NHOPMALIMOHHBIX CUCTEM>;

FOCT P 56545-2015 «3awuTta
MHopmaunu. Ya3BnmMocTu
MHpopMauUnoHHLIX cuctem. NpaBuna
onncaHus ysa3BnumMocTen»

HAIMNPABJEHbI B

POCCTAHOAPT
FOCT P XXXXX-20XX «3awuta
MHopmauun. 3awuta UMHGopmMaumm
npwu NCMNOSb30BaHUK TEXHONormm
BupTyanuaaummn. ObLmne NonoxeHns;

FTOCT P XXXXX-20XX «3awuTta
nHdpopmauumn. PaspaboTtka 6e3onacHoro
nporpaMmmHoro obecneyeHus. OOLWwme
TpeboBaHna»

NnoaroToBJIEHbI K HAMNPABJIEHUIO B POCCTAHOAPT

B6esonacHocTu. PykoBoACTBO Mo pa3paboTke npodunen 3alnTbl U 3agaHnin no 6e3o0nacHOCTY;

6esonacHocTu. [leTannsaumsa aHanusa ysa3BMMOCTEN NporpaMMHOro obecrneyeHnsl B COOTBETCTBUM
c MOCT P MCO/M3K 15408 n FOCT P MCO/M3K 18045

YacTb 1. icnonb3oBaHme JOCTYMNHbIX MICTOYHUKOB AN NOEHTUUKaLUX NOTEHUUAaNbHbIX YA3BUMOCTEN>»
YacTb 2. TecTMpoBaHue NPOHNKHOBEHUSA»

@

FOCT P UICO/MIK TO 15446-201X «HdopmaunoHHas TexHonornsa. Metoabl n cpeacrtea obecneveHus

FOCT P UICO/M3IK TO 20004-201X «HdopmaunoHHas TexHonornsa. Metoabl n cpeacrtea obecneveHus



TPEBOBAHUSA K CPEACTBAM 3AHNIUTHBI UHO®POPMAIINUNA

YTBep:KAeHHbIE:
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SECURITY

A 1 4

TpeGoBanus K 00HapYKEeHUA

(12 npoduieii 3anTUTHI K CHCTEMaM 0OHApYKEHHsI BTOPYKEHUH )

yrBep:xaenbl npukazom ®CTIK Poccun ot 6 nekadpsa 2011 . Ne 638

BTOPKCHUH,

TpedoBanus K cpeacTBam AHTUBUPYCHOU 3al0UThL, | Q /JQ_/ 8
yrBep:kaenbl npukazom ®CTIK Poccuu ot 20 mapra 2012 r. Ne 28 E?)‘/; L. o
Vo
(24 npodwtst 3aIUTHL K CPEACTBAM aHTHBUPYCHOM 3aIUTHI) [ a3 C> D
TpeGoBanus K cpeacTBam JAOBEPEHHOM 3arpys3Ku,

(10 npoduieii 3amUTHI K CPEACTBAM JOBEPEHHOM 3arpy3KH)

yrBepxaennl npukazoM ®CTIK Poccun ot 27 centaops 2013 . Ne 119

TpeGoBanusi K cpeacTBAM KOHTPOJSI CbhEMHBIX MAIIMHHBIX HOCHUTeJIEH
uHpopmannu, yreepxaenbl npukazoM ®CTIK Poccun or 28 mwas 2014 r.
Ne 87 (10 mpodueii 3ammThl K CPEACTBAM KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCHTENIEH
uHdopmanuu)

TpeboBanus K MEKCETEeBbIM

yrBep:xaenbl npukazoM ®CTIK Poccun ot 9 peBpasist 2016 . Ne 9

IKpaHaM,




TPEBOBAHMS K MEKCETEBBIM YKPAHAM ©

YTBEPXJIEHbBI

npukazom OCTIK Poccun
ot 9 ¢eBpanst 2016 T. Ne 9

TpeOoBanus
K MeKCeTeBbIM JKpaHaM

IpumensioTcs
¢ 1 nexaops 2016 .

YcTaHaBIUBAIOT 5 TUIIOB
MEKCETEBBIX IKPAHOB

VYYuTHIBaIOT aKTyaJIbHbIE YTPO3bI
0€301acHOCTH MH(POpMAITIU

[IpenbaBiasIOT JOTOJIHUTEIbHbBIC
TpeOOBaHUS TOBEPUS

L iy

YcranaBiauBaroTcs TpEOOBaHUS K CPEie
YHKIIMOHUPOBAHUSI

Y4uUTHIBaIOT COBPEMEHHBIE TEXHOJIOTUHU
MEKCETEBOI0 IKPAHUPOBAHUS

YcranaBnuBarOT TpeOOBAHUS

$ 99 98

I10 CaMO3alIUTC MCIKCCTCBLIX 9KPAaHOB

[IpemycMarpuBarOT IIyOOKHI aHAIN3
POTOKOJIOB TPU (QUIIBTpalliU




TPEBOBAHHUSA K CPEACTBAM 3AHIUTHBI UHO®POPMAILINNA

Pa3zpaboranHble, mianupyemMbie K yreepxkaenuro B 2016, 2017 rogax:

TpeOoBanusi 6e30macHOCTH HH(POPMALIUH, IPEeABSABIAsIEMbIe K OIlePALMOHHBIM CHCTEMaM
(mIanupyoTes K yreepaaenuro 10 1 mapra 2016 r.)

TpeGoBanus 6e3onacHOCTH HHpOPMALIUK, IPEAbIBIAsIEMbIe K CHCTEMaM YNIPaBJIeHHUs 0a3aMM JaHHBIX
(mi1anupyrorTcs K yreepaxaennio 10 1 mapra 2016 )

TpedoBanusi k 6a30BbIM cucTeMaM BBoaa-BbiBoaa (BI1OS)

TpeOoBanus Kk cpeacTBaM ynpasJieHHs IOTOKaAMHU UHGopManuu

TpeGoBaHusi K cpeacTBaM 3aIUTHI OT HECAHKIIMOHMPOBAHHOTO BbIBOAA (BBOAa) uHGopmauuu (DLP -
CHCTEMAM)

I

TpeGoBaHus Kk cpeacTBaM KOHTPOJISI U AHAIU3A 3aAIIUIIIEHHOCTH

TpeOoBanus Kk cpeAcTBaM HACHTH(PUKAIMYU U AyTEHTHPUKALUA

~

TpeOoBanus K cpeacTBaM ynpaBJeHHs 10CTYIIOM

-

TpeGoBanus K cpeIcTBAaM MOHUTOPHHIA COOBITHIT Oe3omacHocTH (SIEM)

TpCﬁOBaHI/IH K CpeacTBaM 3alIUThI CPEIbl BUPTYaAJIH3AlIUA

|

WI

l
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COBEPLUEHCTBOBAHUE BAHKA OAHHbIX YTPO3 @D
BE3OMNACHOCTU NHO®OOPMALIUA

BaHK gaHHbIX LuupeHMe cbyHKuMOHaanb

yrpo3 6e3onacHocCTu BO3MOXHOCTEMU:
nHdopMaLum NMoanucka Ha OOHOBNEeHUS;
Moaynb cTaTUCTUKMK;
Pa3gen no Hebe3onacHbIM
KOHCTPYKUMAM KoAaa

¢
S
B
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Pa3Butue 6a3bl AaHHbIX
yrpoa3:
Knaccudomkaums yrpos;
Nob6aBneHune aTpubyTOB Yyrpo3

Pa3Butue 6a3bl AaHHbIX

YyA3BUMOCTEMN:
U3meHeHne aTpudbyToB
yA3BUMOCTEMN;

UccnepnoBaHue yasBumocTten

T
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MPOBJIEMHBIE BOIMNPOCbI CEPTUPUKALIUA
CPEAOCTB 3ALWLINTbI UHPOPMALIUM.
noaxodbl MO COBEPLLUEHCTBOBAHUIO
KAHECTBA CEPTUOPUNLIMPOBAHHbIX CPELOCTB
SALLINTbI UHOOPMALIUA



AHANN3 YA3BUMOCTEWU NPOrPAMMHOIO OBECMNEYEHUSA

12

NMPU CEPTUDOUKALIUNA

| OTAII

IIpoBepka ycTpaHeHUs U3BECTHBIX
YA3BUMOCTEH 00beKTa U CPeAbl ero
(pyHKIIMOHUPOBAHUSA

AHann3 0011eI0CTYITHBIX HCTOYHHUKOB
nH(pOopMaIU 00 YSI3BUMOCTSIX

YcTpaHneHue ys3BUMOCTEN 3asIBUTEIIEM
Ha CepTU(HUKALINIO B CIIydae UxX
BBISIBIICHUS

Il OTAII

IHoaTBep:kaeHne OTCYTCTBUSA BO3MOKHOCTH
IKCILIYaTAUUH MOTEHUAIbHBIX
yS3BUMOCTEM

Nnentudukaius noTeHIUaIbHbIX
ySA3BUMOCTEHN

Pa3paboTka T€CTOB AJIs1 TECTUPOBAHUS
IPOHUKHOBEHUS

TectupoBanue MPOHUKHOBEHHS 0ObEKTA B
cpene PyHKIIMOHUPOBAHUS




(13

TPEBOBAHUA K OOKYMEHTALUU CPEACTB 3AWLUTDI
MHO®OPMALIUUN B YACTU UX NOOOEPXKU

1 KoncTpyKTOpCKasi, NPOU3BOACTBEHHAN JOKYMEHTANUS (TEXHUYEeCKHUE YCJIOBHSA,
3ajganue mo 0ezonmacHocT) HAa C3U 10/KHBI BKJIIOYATD:

e s
| TpeoOoBaHus K NOPSAIAKY
UH(OPMHUPOBAHUSA MOTPedOUTEICH 00

TpeOoBanusi Mo MOPSAAKY OOHOBJICHUS
OOHOBJIEHMH U KaHaJjay D10BCIACHUSA
00OHOBJICHUS

cepTU(PUIMPYEMBIX CPEACTB 3aAIIMThI

BRJAKOYAaTb:

L ' =

Nudopmannio o cnocode
Ucrounuk ooHoBJenuss C3U nHpopMuUpoOBaHUsI 00

O00OHOBJICHUH

[ 2 JkcmiyaTauoOHHAasA JokyMeHTauus (Gpopmyasp, pykoBoacrsa) Ha C3U 101:kHbI j

IMopsaaok BepuuKAIUA H Onucanue cnocoda
NpUMeHeHUs] 00HOBJICHMUI oonoBienus C3U
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METOOUKA AHANU3A YA3BUMOCTEWU N HEOEKNAPUPOBAHHbBIX
BO3MOXHOCTEW MPOrPAMMHOIO OBECINEYEHUA

Tunuzanus [10 | MeToabl aHaim3a
ysa3BuMocten 1 HJIB

ITO B ycioBusix

(B TOM 4YHCIIE
paccMaTrpuBaeTCs

MHUKPOIIPOTPAMMHOE
[10)

HAIAYMA U
OTCYTCTBUSA
\ VICXOIHbIX TCKCTOB

\

Ananus u DCTIK PoccHi Juddepennumanus
KJIaCCU(UKAIHS METOJ0B aHAJIM3A B

3aBUCUMOCTH THUIIA U

ysa3umMocrterd u H/[B /i

I10 MeToan4ecKuii " knacca [10
JTOKYMEHT
(mpoeKT)

\
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