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ATAKN HA MHOYCTPUAJIbHbIE OBbEKTbI

TeHOoeHUums yBennyeHnsa KonnynucTea Yawe aTakylor:
nHumaenTos B ACY TIM (ICS-CERT):
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D)

AR

1B

2012 2013 Hedte-las, QHepreTuka TpaHcnopT
(MTmapo n Atom)

198 uHumpgenta ~400 MHUMNOEHTOB

Lenb — nonyuutb goctyn K SCADA n PLC
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KMBEP YI'PO3bl MO BEPTUKAJTAM

o g
TpaHcnopT 64%
Ces3b M
BooocHabxeHune OHepreTuka
3panuna, Cknaabl

[MouTa

(4 aad

= 17%
ﬂ [MponssoacTBo

UcmouHuk: ICS-CERT, 2013
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YTOBbl CTATb XXEPTBOW HE HY>KHO BbITb LIESTbIO

CraTucTuka “ PsinoBoe BpeaoHocHoe MO
0 rpos
65% P MHorne ACY He 0BHOBRSAOTCA K
T YA3BUMbI JaxKe A8 CTapbIX Yrpos, Takmx
43% W or kak Kido
37%
TapretupoBaHble aTtaku (APT)
16%
11% o 13% ’ Duqu, Flame, Gauss,
8% 6% : :
I II I Energetic Bear, Epic Turla
fl[l Kubep-opyxue
Trojan PUPs* Worms Virus --
Bl Stuxnet

MctouHuk: Kaspersky Security Network

*PUPs — Potentially unwanted programs
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NPUYNHBbI MHUMOEHTOB
2 12%

r'4 Apyroe

35%
?0’ 11% BpenoHocHoe 10

pyppy  OLLMOKN ONEpPaATOPOB
\ 23% €@l
J 0 QR

Owunoku B 6asosom NO

A\ 9%
Owmmbkm B MO ACYTI

HcmoyHuk: RISI Annual Summary 2013
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YENTOBEYECKNN ®AKTOP
4%

3apybexHble NCMONMHUTENN

%

BbiBLWNE COTPYOHUKM

10%

BHewHne noapagunkm

57/%

HapyLeHue
pernameHTa

Source: RISI Annual Summary 2013
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22%

TekyLline coTpyaHUKM



BPEMA NPOCTOA B PE3YJIBTATE MHUWOEHTA

18% 60%

> 24 yacoB < 4 yacoB

22% HcmouHuk: RISI Annual Summary 2013
4-24 yacoB ' ‘
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PA3JTMYNE B NOOXOOAX

ACYTN

1. [locTynHOCTb

2. LlenocTtHocTb = «OhucHaga» nHdbopmaumoHHas
©e30nacHOCTb — 3TO 3awuTa
OAaHHbIX.

3. KoHpuraeHunansHoOCTb

* [1lpoMbiLLIIEHHas
Corporate 6606
Network KnbepbesonacHOCTb — 3TO 3aLymTa
HenpepbLIBHOCTU NpoLecca n
ynpasneHus

1. KoHmnaeHumanbHOCTb
2. LlenocTtHoCTb

3. JocTynHoCTb

KASPERKY$
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KOMIJIEKCHOE PE

LEVEL 4

Business planning
and logistics

LEVEL 3

Manufacturing Operations
management

LEVEL 2,1

Batch Control. =

Continuous Control.

Discrete Control.

LEVEL 0
Physical "6“ "

ERP

MES

SCADA

MK/ P3A

[MoneBble ycTponcTBa

EHWE OJ1A ACY TI1T

KASPERKY$
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SALMTA PABOYMX CTAHLWIN, HMI U CEPBEPOB

ERP
Business planning
and logistics
Manufacturing Operations m MES
management =
LEVEL 2, 1 ) |_&]

— SCADA

Batch Control. _=
Continuous Control.

MK/ P3A

Discrete Control.

Physical

[MoneBble ycTpoucTBa

KASPERKY$
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PABOYME CTAHLINWN, HMI 1 CEPBEPbI

BEKTOPbI ATAK

=  Yaszsumoe MO (OS, SCADA, 1 T.4.) ucnonb3yemsle
B TEXHOSOMMYECKUX CETSAX

= [octyn Kk ERP/MES cuctemam nnu NHTepHeT

» HekoHTpoOnMpyemoe MCnorb30BaHUE NPUIIOXKEHNN
ornepatopamu / HxeHepamm

» HeaBTopusoBaHHOe nogknoyveHne 3G
MOLEMOB/TOYEK AOoCTyna

HekoHTponupyemoe 1Mcnonb3oBaHNE BHELLHMX
yctponcts (USB, SATA, n 1.4.)

[locTyn KOHTpareHToB/NoApsAYNKOB K

TEXHONMOMMYECKNM NMoLLaaKkaM, BO3MOXHbIE
HEKOHTpPONMpyeMble 4eNCcTBUS

KASPERKY$



KASPERSKY INDUSTRIAL CYBER SECURITY

Pa3paboTtaHo cneunanbHo anga npumeHeHna B cpege ACY Tr1

=  OnNTMMKU3MPOBAHHOE NOTpebneHne pecypcos

= [lonutuka obHOBNEHU aganTupoBaHHas Kk TpeboBaHusm ACY TT1

» [lepenada ysegomneHumn oneparopam ACY TI1 (MOK 60870-5-104, OPC 2.0 DA)
» [IpoTectnpoBaHo Ha coBmecTumocTb ¢ 10 ACY TI1

O6ecne4veHne 3amkHyTON cpenbl (benble cnnckn)
»  KOHTpOnb 3anycka npunoXxeHumn

»  KOHTpPOSb BHELIHUX YCTPOUCTB

MpoakTuBHasA / curHaTypHas aHTUBMPYCHas 3awumTa

O6HapyXeHune ya3BMMoCTen NporpammMHoOn cpeabl
=  KoHTponb uenoctHocTu npoektoB [NMJ1K

16 KL View KAJPERKY#
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TEXHOJNOIM'MYECKAA CETb

ERP
Business planning
and logistics
Manufacturing Operations MES
management
LEVEL 2, 1 :

— : SCADA

Batch Control. —l =
Continuous Control.

MK/ P3A

Discrete Control.

Physical

[NoneBble ycTponcTBa
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SALMTA TEXHONOIMMYECKOW CETW

BEKTOPbI ATAK

«  HekoHTponupyemble AeNUCTBUS KOHTPAreHTOB/NOAPSAYNKOB Ha TEXHOMOMMYECKMX
nnoLagkax;

* [JHoctyn kK ERP/MES cuctemam unu VHtepHet
* HecaHKuMoHupoBaHHOE NOAKIIOYEeHUEe YCTPOMUCTB K CeTH;
* HenerntumHoe nepekoHdUrypmposaHue ycTpomcTB;

° OTﬂpaBKa HeNMermnTUMHbIX ynpaBnAOLWNX KOMaHA4, HapyLwarwnx TM;

KASPERKY$



KASPERSKY INDUSTRIAL CYBER SECURITY

» [laccuBHbIV aHanu3 Tpaduka 6e3

L P R SCADA :----csssememessmmenssennenens
BNUsAHUS Ha ACY TIT | -
*  MOHUTOPVHI LLENOCTHOCTU CETU | -E D E
PURI L | = )
° AHaJ'II/I3 CeTeBorO Tpa(bMKa Ha ypOBHe i Engineering Workstation HMI Historian
NOTVIKM TEXHOMMOTMYECKOro npouecca i t t t , t |
« [MNogaepka pasnuyHbIX MHOYCTPUANbHbIX | '"""s"“l"m"‘ i ] I
MPOTOKOMOB | § |
i umn || [a] = H
* [loppepxka pas3nuyHbix MJIK/ P3A n MO | ; =
ACY TI @ I [ ann =
PLC - ®

L]
: :
- E Kaspersky Trusted :
}p : e :
b ; |

19 KL View KAYPERYKY#S



OCHOBHbIE SAOAYU

> KoHTponb UenocTHOCTH ceTn > OOHapyxeHue ceTeBbiXx aHOManNumn

> Mﬂ,eHTl/ICbI/IKaLWIFI yCTpOVICTB B CETU. > ﬂ,eTeKTI/IpOBaHVIe HEJTErMTUMHbIX KOMaHa U CeETEBOIO
Tpaq)vn(a, BbIBOOALLNX N3 CTPOA CUCTEMbI yNpaBrieHnA

> VineHTudvkaums «nermTuMHbIX» CEeTeBbIX (SCADA, HMI, PLC).

KOMMYHUKaLNN

> OO6HapyxeHune HOBbIX YCTPOUCTB B pEXMME
peanbHOro BpEMEHM. > OOHapyxeHue ynpaBnsalowmx KoMaHa, NpuBoAALMX K

. HapyLweHU TexXHOoJmorm4eckoro n
> YBeOoMIeHue 0 NOAKITHYEHUN HOBbIX YCTPOUCTB. Py ° eckoro npoliecca

> Ob6HapyxeHue KoMaHA, yCTaHaBMMBaoLLNX
HeJonyCTUMble/HexXenaTeribHble 3HAaYEeHUs KMYeBbIX
> OnoselleHne o nonbiTkax nameHeHunax PLC. napameTpoB yrpaBrneHns TeXHONOrm4eckum npoLieccom

> KoHTtponb uenoctHoctu PLC

» OO6HapyxeHne kKomaHa Ha NepeKoOHUrypupoBaHme
(ocTtaHoBKy / nepesarpysky / np ).

KASPERKY$



CTPYKTYPA KOMIMTIEKCHOI'O MNMPEOJNNIOXXEHWA

O6cnyXuBaHue U TexHu4eckas
noanepXKKu

TexHonoruu 3awmnTtbl ACY TTI1
KOHTPOJ1b LEeNOCTHOCTU KOHEYHbIX
y350B, CETU, TEXHOITOI'MYECKOIro
npouecca

AOna perynupyrowmx
opraHoB

KoHcynbsTupoBaHue v
aKcrnepTunsa no paspabotke
oTpacrneBbIX CTaHOAPTOB U

perynmpyroLwmx JOKYMEHTOB

NMpodeccuoHanbHble cepBUCHI

O6yyeHne OueHka 3alnLLEHHOCTHU
PanHee onoBeleHne PaccnepoBanue
WHUWAEHTOB Ynpaensemas 3awura

Ansa uHTerpaTopos Ana paspaboTynkoB

OueHka nHopMaLMoHHoO BesonacHocTw, Embedded security (KOS, KSS, KSH)
Pa3paboTtka 6e3onacHon apxmTekTypbl, Paspa6otka 6e3onacHon
PaHHee onoselleHne apPXUTEKTYPbI

KASPERKY$
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