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[MeHTecT BU3HEeC-NPUNOKEHUN

Ha4yuHasA npubauszumernsvHo ¢ 2014
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Ob6bem MMpoOBOro pbiHKa NBb-KOHCANTUHra

Ton-5 3anagHbix

KOHCY/NbTaHTOB (60nbLuas
yeTBepka + IBM):

0K0N0 9 mnpa. gonn

3a 2014 ropg, (lapmHep)

Gartner

OcTanbHble 14 Beayuwmx
NIPOKOB:
ewe 2 mapa AoNAn.
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[MpoHMKHOBeHMe B NC

Yepes yaA3BMMOCTU CpeaCTB 3aLmnThl
(ecnomuHasn 2015)

No AaHHbIM lNeHTaroHa B
6onee yem 30% neHTecTOB
nx ycnex 611 obycnosneH
YA3BMMOCTAMMWU CUCTEM

3aLUUT;

YA3BMMOCTU aHTUBUPYCOB,
FireEye, Fortinet (Hauano

THE PENTAGON
2016) n T.4.
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[NpoHUKHOBeHUe B UC

Yepes yazBmmocTn ceteBoro ob6opyaoBaHums
(ecnomuHas 2015)

obHapyxxeHune RISK ASSESSMENT - SECURITY & HACKTIVISM

3floHaMepeHHON Major attack on Cisco router %ﬁiﬁi‘i“é‘éii’i‘lrSé.‘Eff&i“EE“f’f._.“_’f‘f'ff'“.

NPOLLUMBKM B Protect your enterprise from ....... ... .
SYNful Knock ——

MapLupyTusaTopax ooy cortared o rotrs abow stocks o TEE

Lincko y bonee yem P EE

PART |

100 knuneHTOB

6ekgop B Juniper S It doesn't matter if the NSA planted the

Juniper backdoor

© 2002—2016, Digital Security



AyaunT 6e30nacHOCTM MHGOPMALMOHHbBIX CUCTEM:

Digital
'JJ Security coBpemeHHble TeEHAEHUUNN

BE3OMNACHOCTb KAK UCKYCCTBO

Ya3BmocTu 061a4HbIX TEXHOIOTUI

Pa3sgeneHue gocrtyna
MeX Yy XOCTaMU BHYTPU
obnakKa eLlé He
oTpaboTaHHaA Bewb (Hem

DMZ, ounempayuu no
nopmam)

Bbixoa 3a npegenst VM
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LleneBble neHTecCTbI

C YEeTKO YKa3aHHOW Lenblo aTaKu:

BHELLUHUN NepumeTp
> SAP > MES > SCADA;

ABC;
BHELIHMW NepuMeTp

> |loT (meduuuHcKoe
obopydosaHue).
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[IPOHNKHOBEHWE B FOCCUCTEMDI

Ll,enb - MaHUNyAAUnnM aHHBbIMU O TrpaKAdadaHNHE!

"yéumcreo"

NPOnU3BOJIbHOIO

. ? ERPScan
rpaskaaHuHa uau

CHINESE ATTACK ON USIS
"poxaeHue" HoBoro EXPLOITING SAP VULNERABILITY

DETAILED REVIEW AND COMMENTS

NPUNMCKa BbICLIEro
"obpa3oBaHua”
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ATaKKM Ha YpOBHe Kenesa

- PoyTtepbl

- [poueccopol
- buoc (uefi)
- ApanBepbl MOBUNbHbBIX

ycTponcte™®

* Hanpumep, HeOa8HAA
amaka Ha AHOpouod
¢ nocnaedyrouwem RCE
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Cnacubo 3a BHMMaHue!
Bonpochb!?

Digital Security B8 Mockse: (495) 223-07-86

Digital Security 8 CaHkT-lNeTepbypre: (812) 703-15-47

www.dsec.ru
info@dsec.ru
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