baHK AaHHbIX
yrpo3s 6esonacHoct1 nHpopmauuu:
peannn n nepcneKkTmsbl

AoKknagyuk:

Havya/sbHUK oTAena

DAY «THUUUN NT3UN PCTIK Poccumn»
Baagnmup MuHakos



Bonpocbl goknaaa

1. Tekyuiee coCcToAHNE UHPOPMALNOHHbIX
pecypcoB 6aHKa AaHHbIX Yrpos3
6e30nacHOCTU MHPOPMALUK

2. BaHK AaHHbIX yrpo3 6e30nacHoOCTH
MHbopMaLMn B CPaBHEHUN C MUPOBbLIMU
aHanoramu

3. MepcneKTnBbl pa3BuUTMA BaHKa AaHHbIX
yrpo3 6e3onacHoOCTM MHPOPMaLUK



TeKyllee cocToAHUe
MHPOPMALIMOHHbIX pecypcoB HaHKa
NAHHbIX Yrpo3 6e30nacHOCTH
MHPOPMaLNM



[op0BOU OTUET -

U3ameHeHusa ¢ 10 mapTa 2015 no HacToALwwee BpemA

BaHK gaHHbIX yrpo3 6e3onacHoctu nHpopmauum

m basbl AGHHBIX N ﬂVeb MHTepcbeMc
Basa s g N3MEHEHA

\w Gemmeny | | V" Wudorpadua

yrpos yA3BMMOCTE M’
+2774 4

YA3BUMOCTH
=

pMMHbI 7] OHPEAEAEHMH
_J
N3meHeHOo
1774

E(aAbeAaTop CVS%
YA3BUMOCTU

Eb.oxymeu'rbﬂ RSS/AtomJ

E)XeHegenbHble
HOBOCTHbIE +2 punbTpa
coobueHuns

+KOHTEKCTHbIN +COPTUPOBKA
NOUCK yAa3BumocTen




baHK AaHHbIX B Undpax -

Dicrt'xonaxy | Thesaurus

64
TepMUHA

182
onucaHuA

LaHHble akmyasnbHbl No cocmoAaHuro Ha 25.01.2016 a.



JANHAMUKa Yyrpos

PacnpepaeneHne nHUMAEHTOB no wabsaoHam aTak

HapyweHue 6e3onacHocT Hpopmaumm

PasnunuHble ownbKn

Ucnonb3oBaHue BpegoHocHoro MO
HeKoppeKTHble AeicTBMA N0b30BaTeNEN
dusnyecKkue NOTEPU U KpaxKku

ATaKu Ha web-npunoxxeHus

OTKas B 06cnyxnBaHum

KubepnmoHax

«B3nom» POS-tepmuHanos

«HeneranbHoe YTeHUE» NNATEXKHDbIX KapT

(YBbU-3, YbU-7, YEU-31, YEU-37, YBU-46, ...) 29.4%

(YBU-6, YEU-167)

25.1%

YB6U-165, Y6U-166, YEU-177, ...) 20.6%
¢

(YBbU-156, YBN-160) 15.3%

0.8%

0.7%

0.1%

4.1%

3.9%

(YBU-41, YEN-42, YEN-170...YB6U-175)
(YBU-140)
(YB61-116)

(YBU-139)

o daHHbIM «2015 Data Breach Investigations Report» © 2015 Verizon



ANHaMUKa yrpos

PacnpepaeneHne nHUMAEHTOB no wabsaoHam aTak

HapyLwieHue TonbKo KOHPUAEHUNANbHOCTU HPOPMaLUn

Pasnnunble owmbkn | 8.1%  (YBU-3, YBU-7, YEN-31, YEN-37, YEU-46, ...)

MUcnonb3osaHue BpepoHocHoro NO  [(YB61-6, YBU-167) 18.8%
HeKoppeKTHble AelicTeus nonb3osatenein | 10.6% (YBU-165, YBU-166, YBU-177, ...)
dusuyeckne NOTeEPU N Kpaxku - 3.3% (YBU-156, Y6U-160)
Ataku Ha web-npunoskenna | 0.4% (YBU-41, YBN-42, YBN-170...YBM-175)
OTKas B 06cnyxnBaHum \ 0.1% (YBU-140)
KubepnmoHax 18.0%
«B3nom» POS-tepmuHanos | (¥Yb6/-139) 28.6%

«HeneranbHoe YtTeHUe» NNATEXKHDbIX KapT - 3.1%

o daHHbIM «2015 Data Breach Investigations Report» © 2015 Verizon



JANHAMUKa Yyrpos

PacnpegeneHune nHUMAeHTOB No WwabaoHam aTakK
U HapyLuuTenam
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AKTUBUCTbI 3% 5%

OpraHusauum 73%

lfocypapctsa

Het aaHHbIX 41% 3% 5% 18% 6% 1%

o daHHbIM «2015 Data Breach Investigations Report» © 2015 Verizon



Yrpo3bl B umdpax

MpUYMHbI BOSHUKHOBEHUA Yrpo3

TexHOreHHble yrposbl

2%
Buprtyanusauyma
10%
BHe e
aHTponolr-lel:l:-l:re yrposbol Qbnaxa
(1)
bl / 11%
Yrpos3bl, CynepkomnbloTepbl
obycnoBneHHble 3%
npumeHaembimmn UT fpuapl
41% g0
Yrposbi, \ BecnposoaHble
obycnoBneHHble 3%
MUcnonb3yemoun
aNemeHTHoI 6a3ou / bonbline AaHHble
16% Web o
7%

Yrposbl, 06ycnoBneHHble
MCNo/Ib30BaHMEM CPeacTB
3awmTbl UHPopmauum
5%

¥Yrpos3bl, 06ycnoBneHHble
NOTEeHLUMWaNIbHO ONaCHbIMMU
DENCTBUAMMU JOBEPEHHDIX toaen
4%

Cmamucmuyeckue 0aHHble aKmyasbHbI o cocmosaHuto Ha 25.01.2016 e.
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ANHaMUKa ya3sBUMOCTEU

UameHeHus ¢ 10 mapTa 2015 no HacToALwwee BpemA

Kon-8o ya3BMmocTei HanonHeHue 6a3bl yassumocreit
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Cmamucmuyeckue 0aHHble aKmyasbHbI o cocmosaHuto Ha 25.01.2016 e.
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*Mo 0aHHbIM aHanumukos bdu.fstec.ru (sHeape 2016 2.)



AnHammnKa yasBmmocrteu .

PacnpeaeneHuve no ypoBHIO ONAacHOCTU
60%
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48%
40%

0 [\
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20% ;,, N AxuBapb 2016
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4% B 4%
. Rl |

HU3KUNA CPEAHUN BbICOKUM KPUTUYECKUN
(CVSs < 4) (4<=CVSS<7) (7 <= CVSS < 10) (cvss = 10)

Cmamucmuyeckue 0aHHble aKmyasbHbI o cocmosaHuto Ha 25.01.2016 e.



YAa3BMMOCTU B Lndpax

PacnpepeneHue no Tuny nporpammHoro obecneueHus
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OnepauuoHHble [lporpammHoe CeteBoe MpuknagHoe [porpammHoe
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BUpPTYyanmsaumm obecneyeHne obecneyeHMe  gpyrux TMNOB

Cmamucmuyeckue 0aHHble aKmyasbHbI o cocmosaHuto Ha 25.01.2016 e.



MoTpebutenn nHpopmaunm .

UameHeHus ¢ 10 mapTa 2015 no HacToALwwee BpemA

Notpebutenn

6aHKa AaHHDbIX Yrpos

MO PEAEPAAbHBIM OKPYTAM

UeO
41%

» 56008 noceweHn
» 26430 YHUKaNbHbIX
nonb3oBarteneu
» 295460 cTpaHuy,
NPOCMOTPEHO




baHK AaHHbIX
yrpo3 6e30nacHOCTM MHPOPMALN
B CPAQBHEHUN C MUPOBbIMU
aHa/loramu



CpaBHeHue 6a3 AaHHbIX Yrpo3

Hanunuume onucaHuma
Kon-so

Bospacr - Kon-so AEeVUCTBUM No NocnepHee
ba3a AaHHbIX ONUCAHUM -
(ner) — CTpaHUL, HeUTpPanAnM3auum obHoBNEeHUEe
yip yrposbi
BSI IT- 12 682 4883 Aa Hoabpb 2014
Grundschutz-
Kataloge

bdu.fstec.ru Asryct 2015



CpaBHeHue 6a3 gaHHbIX YA3BUMOCTEMN .

O — Bospacr Kon-so y Kon-B? Kon-Bo Kon-so T —
(ner) onucaHuii | noneiu nporpamm | BeHAOPOB

OSVDB 14 >120000 16 - >13000 | «OTKpbiTas» bl
X-Force 19 >110000 12 - - B4 IBM
CNNVD 17 >80000 9 >18000 >11000 | bA Kuraa
SecurityFocus 17 >80000 11 - >15000 | b Symantec
CVE/NVD 17 >75000 16 >29000 >15000 BA CWIA
JVN iPedia 14 >58000 14 - >11000 | bA AnoHuwm
ExploitDB 13 >35000* 7 - - B aKkcnnoiToB
SecuritylLab.ru 16 >34000 19 - - BA, Positive Tech.
SecurityTracker 15 >22000 16 >6500 >3900 | b4 SecurityGlobal
CiscoSecurity 15 >19000 25 - - B Cisco
bdu.fstec.ru 1 >13000 21 402 138 B/ Poccum
OVAL 14 >12000 ] g - Bl OVAL-onucaHui
AJTTOKC-COPT 8 - 11 - - B[ OVAL-onucaHuit

N3BecTHO 6onee 60 6a3 AaHHbIX YA3BMMOCTEN
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HanonHaemocTtb 6a3 gaHHbIX ya3BumocTei
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Cmamucmuyeckue 0aHHble aKmyasbHbI o cocmosaHuto Ha 25.01.2016 e.
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Mcnonb3oBaHue cBegeHUin OCHOBHbIX BeHA0pOB B 6a3e aaHHbix NVD
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AvHamuKa nybankauum ceegeHun 06 yasBumocTax, NOSABUBLLUUXCA BNepBble B base
AaHHbIX JVN iPedia

o I 1 1 1 1 Ll 1 1 Ll 1 T T T T

2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015,
HOfbpb HOA6pPb HOABpPb HOABPb HOABPb HOAGPbL HOAGPL HOAGPL HOABGPL HOAGPb HOAGPb HOAGPb HOS6pPb HOABPb  HOAGP

AnHamumKa nybankaummn ceeaeHuin ob ya3sBMMOoCTAX, NOSBMBLLUNXCA BNepBble B 6a3e
AaHHbIX PCTIK Poccmum
25

20

15

10

AHBapb, ¢eBpanb, MapT, anpenb, Mmai, 2015 UiOHb, NIONb, aBryct, ceHTabpb, OKTAbGpb, HOAGPb, AeKabpb,
2015 2015 2015 2015 2015 2015 2015 2015 2015 2015 2015



[lepcneKkTuBbl Pa3BUTUA
6aHKa AAHHbIX
yrpo3 6e30nacHOCTM MHPOPMALMU



<>
B nepcnektuse: 6aHK AaHHbIX

MepcneKTUBbI Pa3BUTUA U COBEPLUEHCTBOBAHUA 6aHKa AaHHbIX

HanpaBaeHus
COBepLIeHCTBOBaHUA

ba3a AaHHbIX

NHTepdenc ba3a AaHHbIX
poeitc/ A NacnopToB

OnNMUCcaHun




B nepcnektuse: yHKLUMOHAN

MNepcneKkTusbl $dyHKUMOHana/uHTepdeiica canta

CoBepuieHCcTBOBaHUE CUCTEMbI GUNBLTPOB YA3BUMOCTEN

CosepuweHcTtBoBaHue moayna «UHporpadpuka»

e Peannsaums HoBon gnarpammbl «KpUTUYECKUE YA3BMMOCTU NPOrPaMMHOrO
obecneyeHuns pa3nnYHbIX BEHA0POBY;

e Peanunsauma HoBoM gnarpammbl «Bpems, 3aTpayeHHoe  BeHA0PaMU Ha
yCTpaHeHue BblABNAEHHbIX YA3BUMOCTEN»

[lo6asneHue HOBbIX NONEN B ONUCAHUA YA3BUMOCTEN U Yrpos3

MopepHu3auua aneMeHToB NONb30BaTENbCKOrO UHTepdeiica




B nepcnektuse: yHKLUMOHAN

MNepcneKkTuBbI dyHKUMOHana/mHTepdeiica caiita

Peanusauua ¢pyHKUMOHaANA BbIrpy3KKU 3anucein 06 yassBMmMocCTaAX U yrpo3ax B
COOTBETCTBUM C NO/Ib30BaTENbCKOW BbIOOPKOM

Peanusauua pyHKUMOHaNa nognNucku Ha o06HoBNeHUA BaHKa AaHHbIX

e Peannsauyma NognNMCKM Ha obHoBeHNA baHKa AaHHbIX;

e Peannsauma AMYHOro KabmuHeta ans Bbibopa KpUTepmes MNOAMUCKM
(nonb3oBaTenbcKkue WabnoHbl NOANUCKN)

Peanusayua cratuctuueckoro moayna ana céopa uHpopmauum 06
obpaweHuax K pecypcam camra

Peanusauua HOBOro pasaena, BKAlovalowero He6esonacHble KOHCTPYKLUK
KoAa




MepcneKkTUBbl NONOJIHEHUA NEpPEeYHA Yyrpos3

TexrorenHbie yrpossl | [N
BHeluHue aHTponoreHHble yrpossl | B

Yrpo3bl, 06yc/I0B/IEHHbIE UCMOb3YEMOW
oo [
3/1eMeHTHOI 6a3om

Yrpo3bl, 06yc/0BAEHHbIE NOTEHLNABHO
OMNacHbIMU AEeNCTBMAMWN AOBEPEHHbIX Nt0AEelN

yrp03bl, 06YCf|OBf|eHHb|e MCMNOJZ1Ib3OBaAHUEM _
CpeAacTB 3aWwmTbl MHPOPMaL MK
A

Yrpo3bl, 06yc/IoBNEHHbIE NPUMEHAEMbBIMM
MHGOPMALIMOHHBIMWN TEXHONIOTUAMU | | | F

0 20 40 60 80 100 120

BHeceHbl Ha caunT B PaccmaTpuBatoTcs ana nobasneHums



B nepcneKkTuse: yrposbi -

Pa3paboTka pasanyHbiX Knaccnpukauum

Knaccudpukauyua
«no pesynbraty (N0 MHYUMACHTAM)»

Knaccud)MKaU.MOHHblM Kareropusa nHunaeHTta
\ MPU3HaK

Pa3nuuHble OWK6KK dusnyecKkue NoTepu U Kpaxku

Ucnonb3oBaHue
Ataku Ha web-npunoxeHusn
BpeaoHocHoro MO

Otkas B 06cnykuBaHum HekoppeKTHbie AeUCcTBUA NoNb30BaTeNnen

«B3nom» POS-tepmuHanos— «HeneranbHoe YTeHUE» NNATENKHDIX KapT

KubepwnuoHax UHble yrposbl




B nepcneKkTuse: yrposbi .

Pa3paboTka pasanyHbiX Knaccnpukauum

Knaccudukauua
«NO UCTOUHUKY»

PACnosioXeHue

UCTOYHUKd

BHyTpeHHUe

BHewHuMe

lipypoAa NCTOYHUKA

«.MHPOPMALUOHHbIX
TEeXHONOrni

O6ycnoeneHHble

Haauvuem e UC... ..cpeacts 34

—‘ «.A0BE€PEHHbIX N0aeN
—} «.9/1I6MEHTHOM 6a3bl

ﬁ AHTpONOreHHble l

H TexHoreHHble l




B nepcneKkTuse: yrposbi

Pa3spaboTka pasnnuHbiX Knaccupukaumi

Knaccudpukayua «no pesynbraty»

[locneacrsue

Pp€ain3aumuun

Mpueodawjue K...

...HapyLweHuo
KOHOUAEHLUMANBbHOCTU

...HapyLweHuo
LLe/IOCTHOCTH

...HapyLwieHuio
AOCTYNHOCTH

Fe3ynbTaT peasin3aunmn

O3HakomneHwue c
3alMLLLaeMbIMN AQHHbIMMN

KonnposaHue
3aWmLLaeMblIX AaHHbIX

O3HakomneHue co MNonyyeHue y4ETHbIX
CNyebHon MHbopMaLmen  AaHHbIX HapywuTenem

Bbixog, 13 cTpos - OTKas B gocTyne

HeBepHble cBeaeHMA = OWKMOKM B JOKYMEHTaLUK

OTKNOYEHME YacTH
dyHKUMM 6esonacHoCTH

JobaBneHne BpeaOHOCHbIX
GYHKUNM

OwnbKM B paboTe cuctembl- oBpexaeHMe faHHbIX

MpepbiBaHMe ceaHca CBA3M = YpaneHue AaHHbIX

OTKas B gocryne OT1Ka3 3anucu

OTKa3 YTeHus MoTeps AOKYMEHTaLMmn

MoTepa npuBmuaeruii Ha
AocTyn

MNoTepa yactu
GYHKUMOHANAa cMcTemMbl




B nepcneKkTuse: yrposbi

Vu@THeie ganmbie Ly

. eructpai
TOJIb30BaTENICH P qoal!

Ui
baza manmpix -
OobekT (aitnoBoii
CHCTEMBI

o
\

JlokyMeHTanusi,
CBA3AHHAA C
obecrieuenneM

6esomacHoCTH Ceresoii padux

Jlannbie Ha
OyMaKHBIX
HOCHTEJIAX

Jlanubie Ha
MAIIHHHBIX
. \

Hnhopmarys

JlauHble B KaHale
CBA3H

Merananusie

CpeseTso 3amuThl
nHopMatmu

Cpernctso co
BCTPOCHHBIMU i
(DYHKIHMAMH 32T

\ Cpenersa u

CHCTEMBI 3AIHTHI

nHdopMaHH
MHeTpyMenTabHas /

nojcueTeMa
cynepKoMIbioTepa

T O6bextsr

3alUTHI

CpesnicTBO yCTAaHOBKH H
KOHTPOJIsi 32 paboTOii .
nporpamMm
TIporpammHoe
obecrieuenue

Cucremnoe /
A npor
obecrneuenue
/ Tlprkiamoe

CereBoe
npor
obecneuenne
Koncoss ynpasieHus

obnaunoi i
HHBPACTPYKTY PO
Tozcuctema
YNPABJICHHS 3a/AHAAMH ~
CyTepKOMIBIOTEPa

Koncoss Cuctema pasrp:
CETeBBIM XPAHWINLEM JIOCTYTIa XPaHHIIHIIA
JAHHBIX GOUBIIBIX IAHHBIX

Onepanmonnas
cucTeMa

Koucomns
yHpaB/ieHus

THIIEPBH30DOM nporpaMMHoe

Cucrema
ABTOMAaTH3HPOBAHHOTO
TPOCKIHPOBAHUS

Crctema XpaHerus
JAHHBIX
CYTNIEPKOMIIBIOTEPA

Xpanumie
BomBIBIX
JIaHHBIX

Maumnnsie
HOCHTEIN
HHbOPMALK

Cepaep 6a3
JIAHHBIX

TexHHYECKHE CPEICTBA H
CHCTEMBI XpaHEeHHs
uHbOpMALHH

Texnmueckue
Cpe/ICTBA U

/, CHCTeMBI

\ Mukpo-

TporpaMMHoOe
obecrieuenye

MukponporpavmHoe
obecneucrne BIOS/UEF

\A CricTema ynpasieHHs

Gasamu JaHHBIX

Knaccudpukauyua «no o6vekTy»

Jluns nepeaun
nHpopmanuy
Kanan nepenaun Iluna nepemaun
JIAHHBIX J@HHBIX

TaccusHoe ceteBoe
oGopynosanne

Touka
GecnposoaHOTO
Joetyna

AGonentckoe
YCIPOiicTBO

GecnpoBoHO CBA3H,
Buneonamsts

OnepatueHas

Bazosast cranius
namaTh

COTOBOI CBA3H

AKmBHOE ceTeBOE

oGopynosanne
TlamsTs ¢

* IIPOH3BOJLHBIM
JIOCTYTIOM

V3en rpuj-
CHCTeMBbI
V3en xpHuIHIA
GOBIINX JAHHBIX,

BoruucMTeIBHBIH y3e
CYNepKOMIBIOTepa

TlocrostHHas
naMATE
Monys
06paboTKH CeteBoit y3en

TexHHYECKHE CPE/ICTBA H
CHCTEMBI 00paboTKH
uHDOPMAIH

TexHUYECKHE CPEICTBA H
CHCTEMBI lepeaun
uHbopMaLK

PecypcHerii neHTp
TPHI-CHCTEM I
TexHHYECKHE CPEICTBA H
cHCTEMBI
CMEIIAHHOO THIA

CmapT-
yC1poiicTBo

Texuosoru4eckne
CPe/ICTBA H CHCTEMBI YerpoiicTso
BBOJIA/BBIBOSIA
Bankosckui

VcnosmuTenbHbIH d1eMeHT
TepMuHAT

CHCTEM, CBSI3aHHBIX C
6€3011aCHOCTBIO

TreproTebHbIC
KOMIIOHEHTBI

Cpencrsa
HICHTH(HKATHH
YCTpOiicTs

Kommonent
CHCTEMBI, CBA3AHHON
¢ GesonacHocTbio

OGopynosanue ¢
UHCIOBBIM
TPOTPaMMBIM
YIpaBIeHHEM

Hcrounnk
ICKTPONHTAHHS
Jlnaus
JIEKTP OIIUTAH U

Komnonent

JIaTINKH CHCTEM, KIOYEBOH CHCTEM b
o =

TemmepatypHbie
npuGopH!

HHDPACTPYKTYPBI

DJIEKTPOMEXAHHYECKHI KOMIIOHEHT
ii cuctembl i
nHOPACTDYKTYDbI




B nepcnekTtuBe: yassBMmocCTH -

MepcneKTuBbl NONoAHeHUA 6a3bl AaHHbIX yasBumocTen B 2016 rogy

e «JlaTa yCcTpaHeHnA yA3BUMOCTU»

e CVSS 3.0

® onncaHune Ha asbike OVAL

e «Cnocob HenTpanmsaunm yassMumocTmu»

e OTeyectBeHHoOe 10



Cnacubo 3a BHUMMaHue



