=3 SWenoH

KoMnnekcHas 6esonacHocTb

. = =
Wor o/
.I.\ ‘ ‘\ y
s |
g 7 ’_‘J\ l

SIEM-cuctema kak ocHoBa 4d BblABIEHUA Hopodee A.B.
KOMMNbKOTEPHbIX aTak HeCUrHaTypHbIMXU MeTo4amMu CISA, CISSP, CISM
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1) TpaanupoHHble aTakm U CUrHaTYpHbIE METOZbI MX
OGHapYyXeHUA

2) CoBpemeHHble TapreTMpoBaHHbIE aTaKM

3) SIEM-cucTema: OCHOBHbIE MPUHLMMbI PaboTh

4) BoisBNeHMe TapreTMpOBaHHOM aTaku C NoMolLbio SIEM
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TpaguunoHHbIM B3rMA4 Ha aTaky

Your PC ran into a problem that it couldn't
handle, and now it needs to restart.

You can search for the error online: HAL INITIALIZATION FAILED
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CurHaTypHbI MeTO BbIABAEHUSA BTOPXXEHWNM

CpabaTbiBaHMe aHTUBMpYCca, COB
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CoBpeMEHHbIE CETEBLIE aTaKku

\

pa3BeKa U3BHe yKpenieHue

nepBOHa4YanbHaA SGENTI a3BenKa BHVTDU
(TexHnyecKas, KOMMNpomeTauus . . . o

onepaTuBHasA) aTakytoLiero

opraHu3saums
paclmMpeHne NnpuBUIErnii NMOCTOAHHOTO U cbop CKpbITas
N 30Hbl BANAHMUA CKPbITHOTO nHdopmauum nepeaaya
KOHTpOAA
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®Pasbl coBpeMmeHHoU aTakn (1)

V

MOXHO BblAENUTb HECKO/IbKO (pa3 aTakM,
HeobA3aTeNIbHO UAYLMX NocsieoBaTesIbHO:

v

v

Paseegka. C60p MHDOpMaLMK O LieNaxX Ans
OCYLLECTB/IEHUS aTaKM.

nepBOHa‘-laﬂbHaﬂ KoOMrnpomMeTauyuA. HaanMep,
B3/10M HECKOJIbKMNX pa60‘-IMX CTaHLIMﬁ opraHusauum
C nomMoupbro BHUpPYCOB, cou,maanoﬁ UHXEHEPUN U
T.M.

YKpenaeHue no3munmn. Hanpmrmep, yctaHoBKa
CKPbITbIX CPeACTB aJMUHUCTPMPOBAHUSA Ha
NepBOHAYa/IbHO B3/IOMAHHbIE CUCTEMbI AJ1S
KOMMOPTHOro 0CTyNa B CETb U3BHE.
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MADE IN

[P
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dasbl coBpeMeHHOU atakit (2)
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v BHyTpeHHAA pa3BeaKa. Hanpumep, coop
noApo6HoM MHpOopMaLMM 06 MHPOPMALIMOHHbIX
MNOTOKaX opraHusauum, ncrnonibsyembix UT-

peweHnax.

MADE IN

v PacwmpeHnue npuBuaermii. Hanpumep, B3/om
KPUTMYHBIX CEPBEPOB OPraHM3aLMu 1 3/1IEMEHTOB
ceTeBoM MHMPaACTPYKTYpbI.

v Opl'aHM3aLIMF| NMOCTOAHHOIoO U CKpbITOro

KOHTpoAaA. Hanpumep, ucnosib3oBaHue
CKOMIMPOMETMPOBAHHbIX YYETHbIX 3anucem
aJIMMHUCTPATOPOB.

v/ C60p 1 nepefaya BOBHe MHTEpPeCyIoLLe
UH(OopMaLmu.
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TexHonornyeckn ypoBeHb COBPEMEHHbIX aTak
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TpagnumnMoHHaA aTaka CoBpemeHHaA TapreTMpoBaHHaA aTakKa




Kak obHapy»KuBsatb

coBpeMeHHble ceTeBble aTaku?
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[1lpn3Haku atak
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AyTeHTUPUKALUMA: KaK yCNeLllHasn,

TaK U HeyCcnewHaA

MT.AO. UT.I.

\

CpabaTtbiBaHUA
aHTuBupycHoro MO

.
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[NMopo3putenpHble
3anpocbl K CYB/,
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HetnunuyHoe
noseaeHune
nonb3osatensa B OC




Heobxoanumo ocyLecTBNATE MOHUTOPUHT BCEW NMHPPACTPYKTYPHLI




Py4Hon cbop MOXeET B6bITb NpobremMaTuyHbIM

CraymoHapHble
APM

MobunbHble APM

Cepsepbl

COB/CINB
(IDS/IPS)

BupTyanbHble
MaLUUHBbI

KommyTtaTopsl,
MOCTbI,
MapLIpyTU3aTOpPbI

Toukun goctyna
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[MpuHumn pabotbl SIEM-cuCTEMBI
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OcHoBHbIe 3aaa4un, peliaemble SIEM-cuctemon
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4 MOHUTOPUHT COBbITUI MHPOPMALMOHHOMN Be30MacHOCTH

v AHan3 cobbiTUN

v KoHconnaauma n xpaHeHue XypHanos cobbITU OT
Pa3HOODOPA3HbIX UCTOYHUKOB

v YnpaBaeHue nHUMOeHTaMmu

v BbiaBneHue yrpos
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CBs3b C gpyrumm Knacc

Cuctema
ynpasnenHus
cobbiTnamm Nb

AHTUBUPYCHOE
o

NCTEMa

npeanoTspa Cucrtema
LLeHnA obHapyXeHus
yTeyek BTOP*KEHUMN
AaHHbIX



ACTOYHMKN COOBbITUN

CISCO
Cucrtemoil
OnepaLyoHHble CYb Cpeacrsa
CeteBoe CVICTFe)MLIII:I A Sawuy YnpasneHus
obopyanoBaHue KoHTponem
NHbopmaymm

JocTtyna

N MHOTO€ ApYroe...
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[lonHoueHHoe BHeapeHue SIEM-cucrtemol
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‘ OnbITHaA
‘ aKcnayaTauma
UHcTannauus, W BHegpeHue
‘ HaCTpoOMKa n npoLeccos
‘ MocTaBKa obyueHue
MpoekTupo- I
- BaHue
AunsanH cucTembl
npoueccos
O6c¢cnepo- ynpasneHus
BaHUue MHUMAEHTaMM
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1. 3rnoyMbILLNEHHNK CKAHNPYET NOPTh!

Applications ¥ Places ~

File Edit View
z r

Search Terminal

ing Nmap 6.
Nmap scan report for
Host is up (C 8
Not shown:

Start

:1E:23

may

“Terminal *

https:/

Tue 18:17
root@kali: ~
Help
2015-11-17 18:16

nmap.org ) at

2.168.2.1

(Cadmus Computer Systems)
unreliable because we could not find at least

be

1 open and 1 closed port

purpose

Running (JUST

CPE:

S vista::
ﬁ;qre>>i¢e 0S ques ~
7 SP1, or Windows Server 2
No t
Netwo rk

USsS

exac
tance: 1 hop

detectior

0Ss

matches for host

Micro

t :window

windows V 2008 or windows
), Microsoft Windows

conditions non-ideal).

any incorrect submit/

anned in

results at https:,
38.72 seconds

nmap.org/

SLLeNOH

KoMnnekcHaa GesonacHocTb

=3




2. 3NOYMBbILLSTIEHHUK MO

Authentication Required

P 2} Ausername and password are being requested by http://192.168.2.1:8080. The site says:
"Tomcat Manager Application”

User Name: ’ admin 1

Password: I"l l

Cancel ] l OK ]
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3. 3M0YMbILLUSIEHHUK 3arpy>XaeT BPeAoHOCHbIE BED-MPUITOXKEHUS

¥ Size Modified

Q Search 10/08/2015
# Recently Used '] cmd.wyr 1.2 kB 12/30/2013
B root B reDuh.war 7.4kB 08/25/2015




e N
4. 3noyMmMbiLLIEHHUK Y3HAET Naposib Ansa gocrtyna K bl

Source of: http://192.168.2.1:8080/cmd/cmd.jsp?cmd=cmd.exe+%2FcHtype+%2 2 CX3AXSCProgram+Files+%28x86%29%5CApac.. © © ©

File Edit View Help

<?xml versiom='1.0" emcoding="utf-2'7>
&f--

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"): you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache. org/licenses/LICENSE-2.8

Unless required by applicable law or agreed to in writing., software
distributed under the License 1is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied
See the License for the specific language governing permissions and
limitations under the License.

-->

<!/-- The contents of this file will be loaded for each web application -->
<Context>
<!-- Default set of monitored resources. If one of these changes, the ce>
</-- waeb application will be reloaded >

<iatchedResource>WEB- INF/web . xnl</WatchedResource>
<WatchedResource>${catalina.base}/conf/web . xml</WatchedResource>

<!-- Unconment this to disable session persistence across Tomcat restarts -->
<!--

<Manager pathname="" />
->

<Resource
name="jdbc /postgres”
auth="Container®
type="javax.sql.DataSource”
org

username="test_user® | 3
password="postgrpasswd”

maxTotal="20"

maxIdle="10

3 dwenoH

KoMnnekcHaa GesonacHocTb




. 3NOyMbILLNIEHHMK CO3AaeT TYHHEenb. ansa goctyna Kk b

root@kali: ~

File Edit View Search Terminal Help
:~# netcat 127.0.0.1 1010
reDuh command line
[createTunnel]1234:192.168.3.18:22

Successfully bound locally to port 1234. Awaiting connections.
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6. lNoabop napona k cepeepy b4

Applications ¥ Places ¥ “Terminal v Tue 18:25

root@kali: ~

File Edit View Search Terminal Help

# hydra P wordl

014 by er/THC - - do not use in military

.org/thc -hydra)

h on port
S do
d authent
rd at -

“admin’
dmin'
dmin'

trying connecti
tare localho
6 [child 0]
" - 11 of 16 [child 0]
of 16 [child 0]
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/. SQL-3anpockl k cepeepy b

Applications ¥ Places ¥ “Terminal ¥ Tue 18:26

root@kali: ~

File View Search Terminal Help

of HQS( [localhost] :1234
:bd:26:01:1c:ff

Permanently
root@localhost's pa

AkTuBeH pexum EpuHoro lMpocrpanctea Mo

icatlior
cation failed
host test database

jser:

DHE -RSA -AES

bl NONYYUTL CNPasKy.

napeney

ru_RU.UTF-8

> SELECT*F

3 dwenoH

KoMnnekcHaa GesonacHocTb




8. Bce cobbiTua 3aperu

CTpupoBaHbl SIEM-cucteme

T3} Pybuwon - status %/ B Echeion KOMRAD SIEM X
€« C A B b#rs//192.168.5.226/0ssim/index.php
3% Ceponce S Echelon KOMRAD SI.. & 3asexa wayuacrme.. (O] Crarye [ Aemo-cremam Angexc | ') Moura Kapres Mapxer Hosocre Cnosaps || Buaso Myssixa & Quec
@» KOMPALL 2 S— Obecnevemne  Nocriziun w0
ettt 1 Hesaspeweruie Tpesorn [N n Mg
Wl ovceve e Mopre HeuaBecTHO % Nopr =
» Tpesorm
» 3agamns Pt rosran (4) M Hasaverme (3) © Moapobeoc i © cobumm m
» Ba3a 3uanmi
2 Tpesora Puck Rara MeToummnn Haswauenmne v u";"_‘:_ N
& Axamms 1 = Obuapymewa aTaa e 2015.11.17 17:28:88 AstraPostgres Astra Postgres 12
i Cuoasa Tpesor | Total events matched wih high rule levet 0 - Boero coBamait § - Uniue Dat IPAddr 1 - Uniaue Types 1 1
‘E e 1 o0ssec (Postgresql) Reque st 0 20151117 172850 Astra-Postgres 13
ot 2 ossee (Postgresal) Request ° 20181147 1728 13
3 ossec (Postgresal) Request ° 20151117 172721 ostgres Postgres 12
Y Ycrauoskn 4 ossec (Postgresal) Request 0 20151197 172714 ra-Posigres Asira-Posigres 13
5 ossec Postgresal) Request 0 20151117 17:27:10 Asra Pomgres Asra Pomgres 13
[ Ceeaenun 2 » OBwapysens aracs L) 2 2015-11-17 172050 2000 Astra-Postgres 12
Coonka TResor | Tota! events metched win hgh fule evel 3 - Boero colwmuil 1 - Unique Dst IPAdDr 1 - Unique Types 1 - Unique Dst Podts 1]
K. Maea s ossec (Postgre QLY pascword authentication successed ° 2015.11.17 17:26:48 0000 Astra Postgres 1
3 % Obuspymens ataxa 1 20181117 172840 Astra-Postgres 1 ]
Cociama Tpesor [ Total events maiched win high ruie evel 1 - Boaro coBarui & - Unique Dst IPAddr. 1 - Unique Types 1 - 1
7 ossec (Postgre SQL) password authentication tailed ° 20151117 172049 ra-Posigres 1
8 ossec (Postgre SQL) password authentication faded ° 20151147 1728:43 Astrs-Postgres "
3 ossec (PostreSQL) password authentication tiled ° 20151117 17:20.30 straPosgres "
10 ossec (PostgreSQL) password authentication failed o 20181117 172838 0 wra-Postgres "
N  Obropymena sraca ' 20151117 172007 WinTwe5:51287 0000 10
Caanxa Tpesor [ Total events matched win high e ievel 4 - Boero cofumuit 1 - Unique Dst IPAddr 1 - Unigue Types 1 - Uniaue Dst Ports 1]
" o8sec SSHD authentication success ° 201851117 17:28:47 WinTwed 31287 0000 10
5 = Obuspymens s7aca ' 20151117 172540 W7 e Asva Pomgres B
Cuonsa rpesor [ Total events matched with high rule level 1 - Boero coSermit 3 - Unique Dst IPAddr 1 - Unigue Types 1 - Ungue Dst Posts 1]
” ©ossec SSHD authentication failed ° 20151117 172540 Win T web Astra-Postgres ®
48 somn - = 11 ossec: SSHO auhenteation tailed o 20181197 172838 W7 et o
R Orepron momnel Jaupsirs Tpesory
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SIEM - egnHasa Touka KoHTpona coctoaHna b
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HAYYHBIH, NPAKTHHECKMA, MERMOOHHECKM I, PELLEHIHPYEMbBIH HYPHAN

KUBEPBE30INACHOCTH

KoHTakTHas MHopmaLns

107023, yn. dneKkTpo3aBoacKasa, 4. 24

+7(495) 223-23-92
+7(495) 645-38-11

http://www.npo-echelon.ru
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mail@npo-echelon.ru



http://www.npo-echelon.ru/
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